State estimation of timed automata
under partial observation

Chao Gao, Dimitri Lefebvre, Carla Seatzu, Zhiwu Li, and Alessandro Giua

Abstract

In this paper, we consider partially observable timed automata endowed with a single
clock. A time interval is associated with each transition specifying at which clock
values it may occur. In addition, a resetting condition associated to a transition
specifies how the clock value is updated upon its occurrence. This work deals with the
estimation of the current state given a timed observation, i.e., a succession of pairs of
an observable event and the time instant at which the event has occurred. The problem
of state estimation for a timed automaton is reduced to the reachability analysis of an
associated zone automaton, which provides a purely discrete event description of the
behaviour of the timed automaton. An algorithm is formulated to provide an approach
for state estimation of a timed automaton based on the assumption that the clock is
reset upon the occurrence of each observable transition.
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[. INTRODUCTION

In the area of discrete event systems (DES), a large body of literature considers logical
DES, where time is abstracted and only the order of occurrences of the events is taken
into account. The problem of state estimation has received a lot of attention considering
different observation structures in different formalisms, in particular automata [1] and Petri
nets [2]. Significant contributions have also been provided in the framework of timed DES.
As an example, [3], proposes a state estimation approach for a particular class of weighted
automata, where the time information of transition firability is given to weights. References
[4], [S], [6], and [7] address the problem of state estimation of a class of timed automata
under a rather restrictive scenario where the endowed single clock is reset to zero after each
event occurrence. The state estimation of timed DES has also been considered in [8] and [9],
but no general approach concerning state estimation for a general class of timed DES exists.

Another active area of research is that of hybrid systems (HS) [10], [11], characterized
by the interplay between discrete event and time-driven dynamics. These systems can be
modeled by hybrid automata, and in particular by timed automata [12] concerning time
elapsing as time-driven dynamics. State estimation of timed automata has also been studied.
In [12], the reachability of locations can be analysed by searching the finite quotient of a
timed automaton with respect to the region equivalence defined over the set of all clock
interpretations. However, the reachability is analyzed regardless of any observations. Tripakis
proposes an online diagnoser in [13] that keeps track of all the possible discrete states.
Thereby, state estimation problem is theoretically solvable. In [14] and [15], timed markings
are used for representing the closure under silent transitions. Observe that in [13]-[15], only
online estimators have been proposed. In particular the model we consider in this paper, that
we call timed finite automaton can be either seen as a finite state automaton endowed with a
clock or as a timed automaton [12] whose edges are labeled.

A related problem in a decentralized setting is studied in [16], where the asynchronous polling
of distributed sub-systems is called synchronization. Concerning timed automata, references
[17], [18], and [19] discuss how to define concurrent composition for timed automata, which
can be used to construct complex models.

This paper considers a partially observable timed finite automaton (TFA) endowed with a
single clock. The logical structure specifies the set of discrete states of a TFA, the sequences
of events that the TFA can generate and the observations they produce. The timed structure
specifies the set of clock values that allow an event to occur and how the clock is reset
upon the event occurrence. A timed state of a TFA consists of a discrete state and a clock
value. Our objective is that of estimating the current discrete state of the automaton as a
function of the current observation and of the current time. The notion of 7’-reachability is
proposed to describe which discrete states can be reached with a given timed observation
of duration 7. We show that the problem of 7-reachability for a TFA can be reduced to
the reachability analysis of a nondeterministic finite state automaton, called zone automaton.
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Thus, the discrete state estimation problem for the TFA can be studied by the determinization
of the zone automaton.

The proposed state estimation approach consists of two steps. When no observation occurs
and time elapses, the state estimation is given by a finite set of extended states of the zone
automaton, which depends on the current time. When a timed observation occurs, we update
the discrete state estimation and reset the clock value to a finite set of zones according to
the reinitialized observation (RO) assumption. We prove that the set of all possible state
estimates is finite (see Remark 1). This means that in principle, a finite observer [20] could
be constructed with an offline procedure, paving the way to the verification of a large set of
dynamical properties, such as detectability [21], opacity [22] and resilience to cyber-attack
[23], which depend on the overall behavior of the system. This is left for future work.

The rest of the paper is organized as follows. Section II introduces the background of DES,
timed automata and time semantics. Section III formally state the problem of state estimation.
Section IV illustrates the approaches to compute zones and to construct the zone automaton.
Section V provides necessary and sufficient conditions for the reachability of a state of the
timed automaton in terms of reachability analysis in the zone automaton. Section VI solves the
problem of updating the state estimation according to the latest received timed observation.
Finally, Section VII concludes this paper.

I[I. BACKGROUND

A nondeterministic finite automaton (NFA) is a four-tuple G = (X, E, A, X;), where X is a
finite set of states, F is a finite set of events, A C X x E x X is the transition relation and
Xy C X is the set of initial states. The set of events E can be partitioned as £ = E,UE,,,
where F, is the set of observable events, and E,,, is the set of unobservable events. We denote
by E* the set of all finite strings on £, including the empty word . The concatenation s - so
of two strings s; € E* and sy € E* is a string consisting of s; immediately followed by
s9. The empty string € is an identity element of concatenation, i.e., for any string s € E*, it
holds that - s = s = s-€. Given a string in £, the observation is defined via the observation
projection P, : E* — E defined as: Fj(¢) = ¢, and for all s € E* and e € E, it is
P(s-e)=PB(s)-eifee€ E,, or B(s-e)= P(s) if e € Ey,.

Let R>( be the set of non-negative real numbers and N be the set of natural numbers. A closed
interval, i.e., closed on both sides, is denoted as [m,n|, while open or semi-open intervals
are denoted as (m,n), [m,n) or (m,n]. We denote the set of all time intervals and the set
of all closed time intervals as I and [, respectively, where I. C I. The addition' of I, and
I, is defined as [} @ Io = {t1 +ta € Ry | t; € I1, 19 € I} and the distance range between
them as D(Il,lg) = {ltl — t2| | tl € ]17t2 € ]2}

n
!The addition operation is associative and commutative and can be extended to n > 2 time intervals @ I; =

i=1
I @ . '@In-



Definition 1: A timed finite automaton (TFA) is a six-tuple G = (X, E, A, ', Reset, X;) that
operates under a single clock, where X is a finite set of discrete states, [ is an alphabet,
A C X x Ex X is a transition relation, I' : A — I is a timing function, Reset : A — [.U{id}
is a clock resetting function such that for § € A, the clock is reset to be an integer value in
a time interval I € 1. (Reset(d) = I), or the clock is not reset (Reset(d) = id), and Xy C X
is the set of initial discrete states. 0J

For the sake of simplicity, we assume that the clock is set to be O initially. A transition
(x,e,2") € A denotes that the occurrence of event e € E leads to 2’ € X when the TFA is at
x € X. The time interval I'((x, e, 2)) specifies a range of clock values at which the event e
may occur, while Reset((z,e,z’)) € L. denotes the range of the clock values that are reset to
be and Reset((z,e,2')) = id implies that the clock is not reset. The set of output transitions
at x is defined as O(x) = {(z,e,2') € A | e € E,a2' € X}, and the set of input transitions
at z is defined as [(z) = {(2',e,z) € Ale € E, 2’ € X}.

A timed state is defined as a pair (x,0) € X x Rs(, where 0 is the current value of the
clock. In other words, a timed state (x,6) keeps track of the current clock assignment 6
while G stays at state z. The behaviour of a TFA is described via its timed runs. A timed
run p of length £ > 0 from ¢ty € Ry to ¢, € R5( is a sequence of k + 1 timed states
(@), 04)) € X xR (1 =0,--- , k), and k pairs (e;, ;) € ExR5q (i =1,--- , k), represented
as p: (SL’(O), 9(@)% oo (I(k_l), e(k_l))M(fL’(k), e(k)) such that (x(i—l); €iy I(Z‘)) € A, and
the following conditions hold for all ¢ = 1,---  k:

e iy € Reset((zy_1),e,x4))) and Oy + t; — tisn € T'((@e-1), €, 20))), if
Reset((x(z 1), €5, %)) 7 id;
o 9( 9 nt+ti—ti1 € F(( T(i-1), €i, T(i) )) if Reset(( X(i- ),ei,x(i))) = id.

We define the timed word generated by p as o(p) = (eq1,t1)(ea, ta) - - (er, tr) € (E X Rxq)*.
We also define the logical word generated by p as S(o(p)) = ejez---¢e; via a function
defined as S : (E x Rxg)* — E*. For the timed run of length 0 as p : (z(g),6(0)), we have
S(o(p)) = € and o(p) = A, where \ denotes the empty timed word in E x Rs,. For the
timed word o(p) generated from an arbitrary timed run p, it is A - o(p) = o(p) = a(p) - \.
The starting discrete state and the ending discrete state of a timed run p are denoted by
Tg(p) = x(0) and xen(p) = x(x), respectively. The starting time and the ending time of p are
denoted by ty(p) = to and t.,(p) = tx, respectively. In addition, the duration of p is denoted
as T'(p) =ty — to. The set of timed runs generated by G is denoted as R(G).

A timed evolution of G from t, € R>o to t € Ry is defined by a pair (c(p),t) € (E X
R>0)* X R>g, where t4(p) = to and t.,,(p) < t. Note that t —t.,(p) is the time that the system
stays at the ending discrete state x.,(p). Furthermore, we denote as £(G,t) = {(a(p),t) |
(Fp € R(G)) zst(p) € Xo,tst(p) = 0,ten(p) < t} the timed language of G from 0 to t € R,
that contains all possible timed evolutions of G from 0 to .

Definition 2: Given a TFA G = (X, E,A,T', Reset, Xo) and a time instant 7' € R, a
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discrete state 2’ € X is said to be T-reachable from x € X if there exists a timed evolution
(0(p),t) € (E xRxp)* x Rsg of G such that t —t(p) =T, v4(p) = x, and x.,(p) = 2. In
addition, 2’ is said to be unobservably T-reachable from x if 2’ is T-reachable from x with
a timed evolution (o (p),t) such that S(o(p)) € EZ,. O

In simple words, 2’ is T-reachable from x if a timed evolution leads the system from x to z’
with an elapsed time 7. If there exists such a timed evolution that produces no observation,
2’ is unobservably T'-reachable from z.

Example 1: Given a TFA G = (X, E, A, T, Reset, Xy) in Fig. 1(a) with X =
{zo, w1, 29, 23,24}, E = {a,b,c}, A = {(xo,¢,21), (x0,b,22), (x1,0a,24), (x2,c,x3),
(x3,a,x2), (r4,b,23)}, the initial state in Xo = {z(} is marked by an input arrow. The
information given by the timing function I' and the clock resetting function Reset defined
in Fig. 1(b) is presented on the edges. Given an edge denoting a transition § € A, the label
0 € T'(6)? on the edge specifies if ¢ is enabled with respect to 0; the label 6 :€ Reset(d)
(resp., 6 := 1d) on the edge specifies to which range 6 belongs (resp., specifies that the clock
is not reset) after the transition is fired. Consider a timed run p : (x¢,0) ¢09 (29,0.5) e
(x3,2) (a—Qg (z2,0) that starts from x4 (p) = o at t4(p) = 0 and terminates in z.,(p) = =2
at te,(p) = 2. Three transitions (xg, b, z3), (2, ¢, x3), and (r3,a,z,) occur at time instants
t; = 0.5, ts = 2 and t3 = 2, respectively. The transitions (zg,b, x2) and (z9,c,x3) do not
lead the clock to be reset, while (x3,a,x2) resets the clock to 0. Given a timed evolution

(o(p),2), it follows that x5 and z3 are 2-reachable from x. O
0el1,3]7 P
PELD L) e S€A | T(d) | Reset(d)
0 €[0,1]? ) ((E(),C,:El) [173] [171]
P\6:=id (w0, b, ) | [0, 1] id
0e0,2? (z1,a,14) | [1,3] [0,1]
(x2,c,23) | [1,2] id
e (x3,a,x2) | [0,2] [0, 0]
0:= 1d (174, b, x3) [07 1] [07 0]
(b) Timing function and clock resetting function.

(a) A TFA G.

Fig. 1: A TFA G w.r.t. the given timing function and clock resetting function.

I1l. PROBLEM STATEMENT

In this work we model a partially observed timed plant as a TFA G = (X, E, A, T', Reset, Xj)
with a partition of the alphabet into observable and unobservable events: £ = E,UE,,,. Next
we preliminarily define a projection function on timed words.

Definition 3: Given a TFA G with E = E,UE,,, a projection function P : (E X Rs)* —
(E, x R>g)* is defined as P(A\) = A, and P(o(p) - (e,t)) = P(o(p)) if e € E,,, or P(o(p) -
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(e,t)) = P(a(p)) - (e, t) if e € E,, for the timed word o(p) € (E x Rx()* generated from
any timed run p € R(G) and for all (e,t) € E x R>(. Given a timed evolution (o (p),t), the
pair (0,,t) = (P(c(p)),t) is said to be the timed observation. O

Definition 4: Given a TFA G with E = E,UE,,,, and a timed observation (0,,t), S(0,,t) =
{(a(p),t) € E(G,t)|P(c(p)) = 0,} is said to be the set of timed evolutions consistent with
(0,,1), i.e., the set of timed evolutions that can be generated by G from 0 to ¢ producing the
timed observation (o,,t); meanwhile X (0,,t) = {z..(p) € X|(o(p),t) € S(0,,t)} is said to
be the set of discrete states consistent with (0,,t), i.e., the set of discrete states in which G
may be, after (o,,t) is observed. O

This work aims at calculating the set X'(o,,t), which includes the discrete states reached by
each timed evolution (o(p),t) consistent with (o,,t). In addition, this work also provides a
range of the possible clock values associated with each timed evolution (o (p),t).

IV. ZONE AUTOMATON

In [6] a zone automaton is defined to provide a purely discrete event description of the
behaviour of a given timed automaton endowed with a single clock reset at each event
occurrence. In this paper, we consider a more general setting, where the clock is not required
to be reset at each occurrence of an event. The resulting zone automaton differs from other
similar structures, such as the one originally introduced in [24] or that in [25]. The zones
associated with a discrete state = partition the clock values at z. The timed automaton in [6]
can be seen as a particular case of the TFA in this paper. In this section, a new algorithm is
provided to compute the zones associated with a given discrete state. After that, we illustrate
how to construct the zone automaton based on the zone automaton in [6]. We first introduce
the following definitions.

Definition 5: The set of regions of a discrete state © € X is defined as R(z) =
{Imaz, mz], (Mg, my+1), My +1,me+1], (Mg +1,my +2), - - -, [M,, M,]}, where m,, (resp.,
M,) is the minimal (resp., maximal) integer in {I'(0)|d € O(z) vV (§ € I(x), Reset(d) =
id)} U {Reset(0) #id|d € I(z)}. O

The integer m,, (resp., M,) represents the minimal (resp., maximal) clock value that can enable
an output transition at x and that can reach x by an input transition. Note that for a transition o
inputting state x, we search minimal (resp., maximal) value in I'(¢) if 6 does not reset the clock
or Reset(9) if § resets the clock. The regions of x include the integers from m, to M, and the
open segments between the integers. Given r = [k, k] € R(x) (resp., r = (k,k+ 1) € R(x)),

where k = m,,--- , M, — 1, its successive region is denoted as succ(r) = (k,k + 1) (resp.,
succ(r) = [k + 1,k + 1]). For instance, given the discrete state = of the TFA G in Fig. 1,
we have m,, =0, M,, =3, and R(zo) = {[0,0], (0,1), [1,1],---,[3,3]}.

Definition 6: Given a TFA G = (X, E, A, I', Reset, Xy), the set of output transitions

at (z,r) € X x |J R(z) is defined as O(z,r) = {(z,e,2’) € Ale € E,2’ € X,r C
zeX



AW N =

['((x,e,2))}, and the set of input transitions at (x,r) is defined as I(x,r) = {(2/,e,2) € A |
e € E,(r C Reset((2/,e,x)) # id) V (Reset((2',e,x)) = id,r C T'((a,e,z)))}. Obviously,
Ox)= U O(x,r)and I(z) = | I(x,r). O
re€R(x) reR(z)

The set of output (resp., input) transitions at (z,7) includes all the transitions that can fire
from x (resp. reach x) with a clock value in r. Based on this definition, Algorithm 1 merges
the regions 74, rgy1,- -+ , 7w € R(z) into a zone if the following conditions hold for i = k +
Lo+ K (@) r; = suce(ri—q); (b) I(x,ry) = I(x,r;), O(z, 1) = O(x,1;); (¢) Reset(d) # id
for all 0 € I(z,r;) UO(x,r;). For a region r € R(x) and a transition ¢ € I(x,r) U O(x,r)
such that Reset(d) = id, the region r is included in Z(x) and no merge is done with other
regions. Note that the partition of zones according to Algorithm 1 is not optimal, while one
can find a more compact partition by further merging the zones associated with ¢, where
Reset(6) = id. In the worst case, the maximum number of zones at x equals the number of
regions at x, namely 2(M, —m,) + 2.

Algorithm 1: Computation of the set of zones Z(z)
Input: A TFA G = (X, E, AT, Reset, X;), a discrete state x € X
Output: The set of zones Z(x)
Initialization: let m = my, M = M,, r = [m,m], z=r, Z(z) =0
while 7 # [M, M] do
let ' = suce(r)
if [O(x,r) = O(z,")|A\[I(x,r) = I(z,7")| N[V € O(x,r")UI(z,7"))Reset(d) # id]
then
L let z=zU7’

else
| let Z(z) = Z(x) U{z} and z = 1"
| letr =1

let Z(x) = Z(x) U{z} U{(M,+o0)}

Example 2: Consider the TFA G in Fig. 1. Algorithm 1 provides the set of zones Z(xy) =
{10,0], (0,1),[1,1], (1, 3], (3,400)}. In detail, the regions [0, 0], (0,1),[1, 1] remain in Z(zo)
and do not merge with other regions due to Reset((xo, b, x2)) = id. The zone (1, 3] is obtained
by merging the regions (1,2), [2,2], (2,3) and [3, 3], which satisfy the if condition in line 4
of Algorithm 1. 0

Definition 7 ( [6]): Consider a TFA G = (X, E, A, T, X,)? with a single clock that is reset
at each event occurrence. The zone automaton of G is an NFA ZA(G) = (V, E,, A,, Vb),
where

« VC X x |J Z(z) is the finite set of extended states,
zeX

>The work [6] assumes that timed automata are associated with a clock that is reset at each event occurrence;
consequently, there is no clock resetting function to be considered.
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o« E. C EU{7} is the alphabet, where the event 7 implies time elapsing from any clock
value 6 € z to any 0 € succ(z) when G stays at z € X;

e« A, CV x E. xV is the transition relation,

o Vo ={(2,[0,0]) | z € Xo} CV is the set of initial extended states. O

The work in [6] corresponds to the particular case with Reset(d) = [0, 0] for each transition
0 € A and a maximal dwell time for each discrete state. The zone automaton is a finite state
automaton that provides a purely discrete event description of the behaviour of a given timed
automaton. Each state of a zone automaton is called an extended state, which is a pair (z, z)
whose first element is a discrete state © € X and whose second element is a zone z € Z(z)
specifying the range of the clock values. The extended state evolves either because of the
elapsed time 7 or because of the occurrence of a discrete event. In the former, a transition
((z, 2), 7, (z,succ(z))) € A, corresponds to a time-driven evolution of G from a clock value
in z to another clock value in succ(z) € Z(x). In the latter, an event-driven evolution caused
by an event e € F from (z, z) leads to (2/, 2’) indicating that the occurrence of event e yields
x' with a clock value in 2’

In this paper, the zone automaton associated with a TFA can be constructed by implementing
the event-driven evolution according to both the timing function and the clock resetting
function. In detail, for each transition (z,e,z’) € A, we first determine whether z C
['((x,e,2’)); if so, for each zone 2/ € Z(a2'), a transition ((z,z2),e, (2/,2)) is defined if
(a) Reset((x,e,x")) # id and 2’ C Reset((z, e, ")) (the clock is reset after (x, e, 2") occurs),
or if (b) Reset((z,e,x’)) =id and z = Z’ (the clock is not reset after (z,e,2’) occurs). We
further define the function f, : V' — X (resp., f. : V — |(J Z(z)) mapping an extended

zeX
state in V' to a discrete state in X (resp., a zone of the associated discrete state).

Example 3: Consider the TFA G = (X, E, A, I', Reset, Xy) in Fig. 1. The zone automaton
G, = (V,E;,A.,Vp) is shown in Fig. 2. For instance, transition ((zo, [0,0]), 7, (xo, (0,1)))
implies that the clock may evolve from 0 to any value in (0, 1) if G is at xy. Three transitions
labeled with b go from (x, [0,0]) to (z2,[0,0]), from (xq,(0,1)) to (z2,(0,1)), and from
(20, [1,1]) to (z2,[1,1]), respectively. Each transition implies an event-driven evolution from
Ty to x5 under the occurrence of a transition (xzg, b, z3). O

V. DYNAMICS OF A ZONE AUTOMATON

In this section, we explore the dynamics of a zone automaton G, = (V, E., A, V;) associated
with a TFA G = (X, E, A, T, Reset, Xy) and discuss how the timed evolutions of G are
related to the evolutions of zone automaton G,.

Definition 8: Given a zone automaton G, = (V, E., A_, ;) and a discrete state = of a TFA
G, aT-run at x of length k (1 < k < n) is defined as a sequence of k extended states (x, z(;)) €
V (i =1,---,k), and event 7 € E,, represented as p-(z) : (z,2(1)) — -+ —> (T, 2(x))
such that ((x,24;)), 7, (%, 26+1))) € A, holds for ¢ = 1,--- |k — 1. The starting and ending
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Fig. 2: Zone automaton G, of the TFA G in Fig. 1.

extended states of p,(x) are denoted as vy (p-(x)) = (x,2x1)) and ve,(p-(2)) = (2, 2k)),
respectively. The duration range of p,(z) is the time distance of 21y and z(), denoted as

d(p-(2)) = D(2q1), 2(r))- O
Definition 9: Given a zone automaton G, = (V, E,, A,, ;) of a TFA G, a run of length
k > 0 is a sequence of k + 1 7-runs p-(z(;)) (¢ = 0,--- ,k) at z; € X, and k events

ei € E (i =1,--- k), denoted p : p, () —= pr(z) -+ —= pr(zg) (k > 0), such
that (ven(p-(2(i-1))), €, vst(p-(2(3)))) € A, holds for i = 1,--- k. Consider p € R(G)
starting from ¢, and a time instant ¢ > t,, where p : (x(g),0(0)) () (onte), (T Oy
(k> 0), and t — t), denotes the time that G stays at z(;). The run p is consistent w1th p and
t, denoted ,5 ~ (p,t), if O € fo(vs(p-(2@)))) for i = 0,--- Kk, t; — ti1 € d(p-(xu-1)))
fori=1,---,k, and t — t € d(p;(x())). The starting and ending extended states of p are
vste(p) = vst( +(2(0))) and Ve, (p) = ven(pr(x(ky)), respectively. The duration range of p is

d(p) = @ d(p-(z;)). The logical word generated by g is s(p) = ey - - - e, with s: EX — E*.
The set of runs generated by G, is R.(G,). O

The dynamics of a zone automaton G, can be represented by its runs, each of which is a
sequence of 7-runs, which implies the time elapses discretely at discrete states, connected by
an evolution caused by an event ¢; € . We now provide a sufficient and necessary condition
for the reachability of a discrete state in a TFA and explain the correlation of the dynamics
of a TFA and that of zone automaton.

Theorem 1: Given a TFA G = (X, E, A, T, Reset, X;), zone automaton G, = (V, B, A, Vj)
and a time instant ¢t € Ry, 2’ € X is (t — tg)-reachable from x € X by (o(p),t) from
to € Rsif and only if there exists a run p in G, such that p ~ (p,t),v(p) = (x, z), and
Ven(p) = (', 2"), where z € Z(x) and 2’ € Z(2').

Proof: (if) Let x = x(g), ' = x(r), to, L1, -+ .tk € Rsg and p: p, (o) )—> e e—k>p7(x(k))
be a run such that e; € E, t; —t,1 € d(p;(x_1y)) fori=1,--- Kk, t =t € d(p;(xx))),
and t — ty € d(p). It can be inferred that (ve,(p-(2G-1))), € Va(pr(2@)))) € A, holds for
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i=1,--- k. Accordingly, for i = 1,--- , k, there exist 0;_1)+t; —ti_1 € [.(Ven(pr(2(-1))))

and 04y € f.(va(pr(x@))) such that (z-1), e, 24)) € O(xi-1), f-(va(pr(2i-1))))) and
(z(i-1), €, 20)) € (@), f2(vst(p-(2@))))). It is obvious that there exists a timed evolution

(o(p), t), where the timed run p: (g, () Certy), | (et (%), O(x)) satisfies the condition

p ~ (p,t). If no event in E occurs in p : p.(x) with ¢t — ¢y € d(p), then p ~ (p,t), where
o(p) = A. Thus, 2’ is T-reachable from x.

(only if) Let (o(p),t) € (E X Rs0)* x R>( be a timed evolution from t, such that x4 (p) = x
and x.,(p) = 2. The proof is made by induction on the length % of the timed run p. The
base case is for p of length O that involves only the discrete state = and no transition in G.
It is 0(p) = X and 24(p) = Zen(p) = = /. There exists a run p : (z,2) — --- —
(z,2) in G, where p ~ (p,t). Thus the base case holds. By denoting © = z(p) and 2’ =
(), the induction hypothesis is that the existence of a timed evolution (o (p),?) generating

from ty, where p : (o), 0(0)) (erty) (e’“’t’“)\(x(k),é’(k)) of length £ > 1 with z(;) € X and
e; € E for all i = 1,--- ,k, implies the existence of a run 5 : p.(7(0)) = —>p,(T))
in G, such that t — ¢y € d(p), t — tp, € d(p;(xw))), ti — ticx € d(pr(xi-1))) for i =
Lk, va(p) = (2(0), 2) and ven(p) = (x(w), Z), where z € Z(x (), and zZ € Z(z@)). We

now prove that the same implication holds for (o(p’),t’), where p': pM(x(kH), O(t1))-

According to o/, itis Oy41) € Reset((z(), €xt1, T(et1))) if Reset((x k), €xt1, Tkt1))) 7 id, or
Ok+1) € T((@(k), €rt1, Ter1))) if Reset((@ k), €x+1, Tk11))) = 4d. In addition, Oy +t — ¢, €
I'(((k), €x+1, Tks1)) ). It implies that there exists a run p’ : ﬁek—HmT(m(kH)) in G, such

that 041) € f.(va(pr(T@t1)))) and Oyry + 1 —t € fo(Ven(pr(T@41)))). Therefore, it is
P~ (p',t') according to t' —t € d(p,(x(k4+1)))) and t —ty € d(p). |

By Theorem 1, if 2’ is (¢t — ¢p)-reachable from z via (o(p),t) starting at t,, then in G,
there exists a run p ~ (p,t) that originates from (x, z) and reaches (2/,2’), where z € Z(x)
and 2’ € Z(2'). In turn, given a run p ~ (p,t) in G,, where (o(p),t) starting from t, it
can be concluded that f,(ve,(p)) is (t — to)-reachable from f,(vs(p)). In simple words, the
reachability of =’ from x within time ¢ — ¢y can be analyzed by exploring an appropriate run
in the zone automaton.

Example 4: Consider the TFA G in Fig. 1 and zone automaton G, in Fig. 2. A timed
evolution ((c,1.5)(a,3),4) of G from 0 to 4 implies that x4 is 4-reachable from xo,
which can be concluded from a run in G, as p : p.(v0) — pr(z1) — pr(z4), Where
pT(ZL“o) : (:EO? [O’OD) — (x07 (071)) — (mO’ [17 H) — (mO’ (173])’ PT(fl) : (xh [171]) —
(21, (1,3]) and p,(x4) : (24,[0,1]). O

VI. STATE ESTIMATION OF TFA

Given a partially observed TFA G = (X, E, A, I', Reset, Xy) with E = E,UE,,, in
this section we develop an approach for state estimation based on the zone automaton G,
given a timed observation (o,,t) € (E, X R>o)* x R>o. We partition this section into two
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subsections. In the first subsection, we consider the case where G produces no observation,
which is an intermediate step towards the solution of the state estimation problem under partial
observation. In the second subsection, we take into account the information coming from the
observation of new events at certain time instants, and prove that the discrete states consistent
with a timed observation (o,,t) and the range of clock value associated with each estimated
discrete state can be inferred following a finite number of runs in the zone automaton G.,.
We make the following assumption.

Assumption 1 (RO: Reinitialized observations): The clock is reset upon the occurrence of any
observable event, i.e.,

(v,e,2') €A, e€ E, = Reset(x,e,x') #id.

This assumption is necessary to ensure that the defined zone automaton contains all relevant
information to estimate the discrete state. Consider a scenario where an observable event
occurs without resetting the clock. In such a case, for future estimations one may need to
keep track of this exact value adding new extended states to the zone automaton: thus, the state
space of the zone automaton could grow indefinitely as new events are observed. However,
it is reasonable to propose the RO assumption considering typical scenarios where a timer is
used to record the start and completion of an operation indicated by observable events; the
timer is reset whenever such an operation starts or completes.

A. State estimation under no observation

Definition 10: Givena TFA G = (X, E, A, T, Reset, X,) with set of unobservable events F,,
and zone automaton G, = (V, E., A,, Vp), the following set of extended states V) (z, z,t) =
{ven(p) € V' | (3p € R.(G))t € d(p),vs(p) = (z,2),s(p) € Ef,} is said to be A-estimation
from (z,z) € V within t € Rs,. O

Given a zone automaton, the A-estimation from (z,z) € V within t € Ry is the set of
extended states of GG, that can be reached following a run of duration ¢, originating at (z, z) and
producing no observation. If (z/,2') € V)(z, 2,t), it basically reveals that 2’ is unobservably
T-reachable from x with a clock value § € z according to Theorem 1. In addition, the
zone ' associated with 2’ specifies the range of the value of the clock. The A-estimation
from (z,z) within ¢ can be obtained by enumerating the runs starting from (z,z) with a
duration associated with ¢. By denoting the maximum number of zones for x € X as (), the
complexity for computing the M-estimation is O(¢®| X|) with ¢ = max Q|-

Proposition 1: Given a TFA with a set of discrete states X, the set of unobservable events
E.,, and zone automaton G, = (V, E;, A,,Vp), ' € X is unobservably T-reachable from
x € X, where T' € R, if and only if there exist z € Z(x) and 2’ € Z(2') such that
(o, 2") € V\(z, 2, T).

Proof:  (if) Suppose that there exist z € Z(z) and 2’ € Z(z2') such that (2/,2) €
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TABLE I: State estimation of the TFA G in Fig. 1 under no observation for ¢ € [0, 2].

k | Time interval I A-estimation V) (xo, [0, 0], ), where ¢ € I, X\ t),t el
0 (0,0] {(z0,(0,0]), (z2,[0,0])} {zo, 22}
1 0,1 {(1’0,(0,1))(1’2,(071))} {z07x2}
2 (1,1] {(1‘07[1,1}),(Il,[1,1]),(‘%2,[1,1}),(13, [171])} {107I17I27‘r3}
3 (1,2) {(107(173]) (xlv[l 1}),(1‘1,(1¢3)¢($2,(1,2)),(13,(1,2))} {107x17‘r27x3}
4 (2,2] {(xov(lvg]) (1.17[1 1})7(117(173])7(x21[272})7($137[272])} {I07x17$27x3}

Vi(x, 2z, T). There exists a run p in G, such that vy(p) = (z,2), ven(p) = (2/,2'), and
p ~ (p,t), where (o(p),t) begins at to =t — T and S(o(p)) € EZ,. By Theorem 1, z’ is
unobservably 7'-reachable from z.

(only if) Let ' be unobservably T'-reachable from x. Then, there exists a timed evolution
(o(p),t) from ty such that x4 (p) = x, xen(p) = 2. Accordingly, there exists a run p ~ (p, t)
in G, such that vy (p) = (z,2), ven(p) = (2/,2'), s(p) € EX,, and T =t — ty € d(p), where

z € Z(x) and 2’ € Z(a'). Thus, (2/,2') € Va(z, 2, T). |

Proposition 1 implies that the A-estimation V)\(z, z,t) provides the set of extended states of
G, that are consistent with no observation at time ¢ starting from x with a clock in z.

Remark 1: According to Proposition 1, Vy(z, z,t) C 2"V i.e., it is a subset of the states of
the zone automaton, and thus it can only take a finite number of values. In addition, the RO
assumption implies that, each time a new observation occurs, the set of consistent states is a
subset of the extended states of the zone automaton. Therefore, the set of all possible state
estimations is finite.

Example 5: Consider the TFA G in Fig. 1, where E, = {a}, E,, = {b,c}, and zone
automaton G, in Fig. 2. Given the following runs in G, of duration 1 starting from (o, [0, 0])
and involving no observable events: (1) py : p-(70); (2) pa : pr(z0) —— pr(z1); (3) p3 :
pr (o) L> p-(22); and (4) py : pr(70) i> pr(72) — pr(3), where pr (o) : (2o, [0, ])

(Io, (O’ 1)) ;> (.730, [L 1])’ p‘r(xl) : (331, [L 1])’ p‘r<$2) : <x2a [L 1})’ and p‘r(m?)) (373 [ ])
it can be inferred that V)\(zo, [0,0], 1) = {(xo, [1, 1)), (x4, [1,1]), (x2, [1,1]), (23, [1,1]) }. Table
I summarizes the A-estimation and the set of discrete states consistent with (), ¢), where ¢
belongs to a region of [0, 2]. O

B. State estimation under partial observation

In this subsection we focus on the most general state estimation problem when a timed
observation is received as a pair of a non-empty timed word and a time instant. We first
propose a general result that characterizes the set of discrete states of a TFA consistent with
a given timed observation, by means of the extended states reachable in zone automaton.

Theorem 2: Consider a TFA G = (X, E, A, I, Reset, X,) with set of observable events
E,. Given a timed observation (0,,t) € (E, X Rs¢)* x Rx, it is x € X(o,,t) if and
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only if there exists a run p ~ (p,t) in G, such that f,(vs(p)) € Xo, fu(ven(p)) = 2, and
(o(p),t) € S(o,,1).

Proof: (if) In the case that no observation is contained in o,, let p be a run in G,
where t € d(p), f.(vs(p)) € Xos fu(Ven(p)) = x, and s(p) € EZ,. In this case there
exists (o(p),t) such that p ~ (p,t) and x € X (A, t). In the case that there exist one or
more event measurements, let us suppose that x) € Xo, ) = z, and a run in G, as
p i pr(mo)=> - p,(x@)) such that Py(s ( p)) = S(0,), tix1 — t; € d(p-(x@))) with 0 <

ti <t zry € X and ¢; € E for i = 0,--- ,k, denoting ¢ = #;. It can be inferred that
there exists a timed evolution (U( ) t) such that p ~ (p,t) and x() is t-reachable from
(o), where the timed run p : (2, 00)) rh), | Lente) (@), Ok )) satisfies for i = 1,--- , k

that ¢t — t, € d(pT( ))) t; —ti1 E d( ( _ )), 9(1'_1) +t,—t_1 € F(( T(i—1), €Z,ZL’(,))> .
0 i) - Reset(( T(i—1),€i, T 1))) if Reset(( T(i— 1),€i,1‘(i))> 75 id, and 91 - F(( T(i-1), €1, (Z))) if
Reset((x(z_l), €;,Z(;))) = id. According to (o(p),t) € S(o,,t), v € X(0,,t) holds.

(only if) In the case that o, = A, z € X' (A, t) holds. There exists a run p ~ (p,t) in G, such
that z is unobservably t¢-reachable from xy € X, via (o(p),t), where P(o(p)) = A. Conse-
quently, f.(ven(p)) = z and (0(p),t) € S(A,t) hold. In the case that o, = (eo1,t1) - - - (€ok, tk)s
where k > 1,0 < t; < --- <ty <tande, € E, (i = 1,--- k), itis x € X(0,,1),
implying that x is ¢-reachable from zy € X at time 0 via (o(p), ) such that P(c(p)) = o,.
Consequently, there exists arun p ~ (p,t) in G, such that f, (v« (p)) = zo and f.(ven(p)) = 2.

Let p be a sequence of k£ runs p; and k observable events e,, where ¢ = 1,---  k, as
D po=Ss .. 255, with s(p;) = €. Obviously, t — t € d(pg), t; — t;—1 € d(p;—1) hold for
eachi=1,--- k. [ |

Theorem 2 establishes that checking whether x € X (0,,t) can be done by searching for runs
in G,.

Proposition 2: Consider a TFA G with set of observable events F, that produces two timed
observations (0,,t;), (0,,t) € (E, x R>)* x Rsq, where 0, = (eo1,%1) -+ - (€0, t;) and t; <

- <t; <t fori> 1. For each timed state (z, ) reached by a timed evolution in S(o,,t;),
and for each v € V)(z,2,t — t;), where z € Z(z) and 0 € z, it holds f,(v) € X(0,,1t) if
Assumption RO holds.

Proof: Let a timed run p : (ZL‘Q, 0) m (I(l), 9(1)) S M) ([B(k), Q(k)) M (35 9)

where z(1y,- -,z € X, e1,--+ e, € E, and P(0(p)) = 0,, the timed state (x, ) is reached
by the timed evolution (o (p),t;) € S(0,,t;). According to Theorem 1, it can be inferred that
there exists a run in G, as p : (xo,[0,0]) — -+ — (z,2), where 6 € z. If Assumption RO
holds, it implies that there exists z € Z(x) such that § € z and z C Reset((x(), €oi, ).
Given v € V) (x, z,t — t;), there exists a run g’ : (z,2) — --- — v such that t — ¢; € d(p)
and P,(s(p')) = e. Given p and p/, it can be inferred that f,(v) € X(o,,t) according to
Theorem 2. |

This proposition shows that the state estimation with no observation can be updated by
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Algorithm 2: State estimation of a TFA

Input: A TFA G with a set of initial discrete states X, a set of observable events
E, C E, a zone automaton G, = (V, E.,A,,V;), and a timed observation (o, t)
from 0 to t € R>, where 0, = (€p1,t1) - - (€on, tn) (n > 1) and ¢, --- , 1, € R
Output: A set of discrete states X (o,, )
let Vo=V, to=0and X, = ()
for each i € {1,--- ,n} do
lete=e,, Vi=0and V), =0
for each (z,%) € V;_; do
compute V\(Z,Z,t; — t;_1)
let V)\ = V)\ U V)\(J_,’, Z, t; — tz’—l)
for each v € V, do
let x = f,(v) and z = f,(v)
if 32’ € X s.t. 2 CT'((x,e,2')) then
Lfor each 7 € Z(a') s.t. 2/ C Reset((x,e,2')) do

et V; = V; U{(«/, 2)}

let Vi = 0 )

for each (z,z) € V,, do

compute V) (z,z,t — t,)

B let V)\ = V)\ U V/\(f, Z,t — tn)

return X (o,,t) ={r € X | (3z € Z(2))(z,2) € V)\}

computing associated A-estimations under RO assumption. Based on the previous results,
Algorithm 2 summarizes the proposed approach to compute X(c,,t). Consider a timed
observation (o,,t) with 0, = (€o1,t1) - (€on,tn) (n > 1), where €1, -, €, € FE,. The
timed observation (o,, t) is updated whenever an observable event e,; occurs at a time instant
t;, where ¢ = 1,--- 'n. The algorithm provides the estimated states via a set of extended
states V), C V' while time elapses in [t;_1,%;] with no event being observed, in addition to
a set of extended states V; C V of G, consistent with each new observation (€0i, t;), where
i=1,---,n and t, = 0. Initially, it is imposed V; = Vy and V; = @) for all i = 1,--- | n.
Then, for any ¢ = 1,--- ,n, the algorithm computes the A-estimation from an extended state
(z,z) € V;_; within t; — t;_; implying the discrete states unobservably (t; — t;_;)-reachable
from Z with a clock value in z, and the set V; is updated with the extended states reached by
transitions labeled with e,; from the extended states in V). After the set V,, is determined, we
initialize V) to be empty and update V) by including the A-estimation for each (z, z) € V,,
within ¢ — ¢,,. Finally, we return the set of discrete states of G associated with V), as the set
of discrete states consistent with (o, t).

The complexity of Algorithm 2 depends on the size n of the timed observation. For each pair
(€0i, t;), two for loops are executed: (1) the first for loop at Step 4 is executed at most |V|
times, computing A-estimation whose complexity is O(q| X

), where ¢ = max |Q,| denotes
zeX
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the maximum number of zones for all discrete states, the complexity of this loop is O(¢*| X|?);
(2) the second for loop at Step 7 is executed at most |V| times, and the for loop at Step 10 is
executed at most 2¢ + 1 times; hence its complexity is O(¢?| X|). Finally, the for loop at Step
13, analogously to the for loop at Step 4, has complexity O(q*| X |?). Overall, the complexity
of Algorithm 2 is O(n(¢*| X|* + ¢*|X|) + ¢*| X|?) = O(ng*| X |?).

TABLE I State estimation of the TFA G in Fig. 1 with X = X, to = 0 and (0,,1),t € [0,4].

Koo, Time( ti‘gejr)val Ly, = Y AR EEL e €| Xon 7,
[0,0] {(I(M [07 0])? (‘r27 [07 OD} {x()?x?}
1 A ©.1) {(20,(0,1)), (22, (0, 1))} {wo, x2} {(5:?[([)01(]);)}
[ 1] {(1’07[171})7 xlv[l'/l])? {IO X1, To I‘S} Y
' ('7"27[171])7(x37[171})} T
[1,1] {(3L°2,[{()(7 0])£(x3;)[070])7[(x4j)[0, 1} {2, 23,24}
T2, 071 , (T3, 0,0 y S
9 (a,1) (12 (3,(0,1)), (24, [0,1]) } toa, 0,2} {(22,[0,0])}
’ [2 2] {($27[171})7(&37[070])7(x37(071))7 {12 T3 $4} Y
((on (0 o O o 1) B
9, (1,2)), (x3,(0,1)), (23, (1, 1]),
- (a2, o 1 Tp o (2 o
T2, 2,2 , (T3, 1,1 , (T3, 172 y
531 o .2, .20 {x{}}
a a [373] T2, 0,0) X9
Bleb@s G {(z2, (0.1))} {2}
[434] {(IQ[ll])(T37[11D} {Igl‘g}

Example 6: Consider a timed observation (o,,4), where o, = (a,1)(a,3), produced by G
in Fig. 1 with E, = {a} and E,, = {b,c}. It implies that the observable event a has been
measured twice at ¢t; = 1 and ¢, = 3, respectively, while the current time instant is ¢ = 4.
Table II shows how the state estimation is updated while time elapses in the time interval
[0,4] taking into account the two observations of event a. 0J

VIl. CONCLUSIONS AND FUTURE WORK

In this paper, we consider timed automata with a single clock. Assuming that certain events are
unobservable, we deal with the problem of estimating the current discrete state of the system
as a function of the measured timed observations. By constructing a zone automaton that
provides a purely discrete description of the considered TFA, the problem of investigating the
reachability of a discrete state in the TFA is reduced to the reachability analysis of an extended
state in the associated zone automaton. Assuming that the clock is reset upon each occurrence
of observable transitions, we present a formal approach that can provide the set of discrete
states consistent with a given timed observation and a range of the possible clock values. The
proposed approach paves the way for the development of an offline observer, reserved for
future work. Additionally, the example provided in this paper is intentionally simplified to
illustrate the approach, with real case studies to be explored in the future. Finally, it is worth
exploring the extension of the presented approach to timed automata with multiple clocks.
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