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Abstract

We investigate the problem of synthesizing safe supervisors for discrete-event systems under actuator
attacks, where an adversary can partially override control commands at vulnerable states. We introduce a
novel dynamic-event-protection mechanism, where the system can defend itself from attacks by taking defense
actions when it meets certain required safety levels. The system employs two policies: a safety-enhancement
policy that dynamically manipulates protecting events to increase the safety level, and a state-defense policy
that determines whether to defend against attacks when sufficient safety levels are accumulated. Our goal
is to synthesize a attack-resilient supervisor, along with compatible safety-enhancement and state-defense
policies, to ensure the closed-loop system remains safe under any possible attacks on vulnerable states.
We provide a sound and complete approach for synthesizing the supervisor and policies by formulating the
problem as a safety game played on a multilayered duplication structure of the original system. We illustrate
the proposed approach by running examples.
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1 Introduction

Supervisory control of discrete-event systems (DES) is a widely used formal approach for controller synthesis in
industrial control systems and engineering cyber-physical systems [2]. In modern engineering systems, supervi-
sory control systems are often implemented via communication networks, making them vulnerable to attacks.
For example, an attacker may manipulate sensor readings or actuator commands, causing incorrect control logic
to be executed and leading the system to a dangerous state. In recent years, supervisory control of DES under
attacks has garnered significant attention in the literature; see, e.g., [1,3,4,6,12,13,15,17,18].

Existing works on attack modeling and defense in the context of supervisory control of DES can date back
to [14], which considers supervisor synthesis under actuator enablement attacks. In [16], both the sensor and
actuator attacks are considered by modeling as nondeterministic finite state transducers. In [1], a generic
attack detection and mitigation strategy was proposed, where four types of attacks are taken into consideration.
In addition to investigating different types of attacks, research on attacks in DES has also been conducted
from multiple perspectives, such as synthesizing attack strategies from the attacker’s point of view [5,10], and
synthesizing the supervisor that is robustly safe under any possible attacks [11].

In many applications, a system can spend additional effort to enhance its safety level and protect itself
from external attacks. For example, in networked systems, by expanding server capacity or enhancing network
infrastructure, the system can absorb and mitigate the overwhelming traffic generated by attackers during a
DDoS attack. In the context of DES, recent works [7-9] have explored the secret protection problem, where the
system’s secret is assumed to be stored in specific states. To secure the secret, it is necessary to enhance the
system’s security level. These studies focus on synthesizing optimal secret protection strategies that prevent
intruders from accessing the secret while minimizing the associated cost.

In this paper, we investigate the attack-resilient supervisor synthesis problem for DES. Specifically, we focus
on the actuator attack setting, where an adversary can partially override control decisions at vulnerable states.
Inspired by recent works on secret protection [7-9], we consider a scenario where the system can increase its
safety level to safeguard control decisions. The supervisory control system is equipped with two policies: a
safety-enhancement policy that dynamically manipulates protecting events to raise the safety level, and a state-
defense policy that determines whether to defend against attacks at vulnerable states when sufficient safety
levels are accumulated. Once a defense action is taken, the safety level is reset to zero, and the system needs
to rebuild it. We refer to this setting as the dynamic-event-protection mechanism, as the safety level changes
dynamically based on the system’s actions and decisions. Our objective is to design a supervisor, along with
a safety-enhancement policy and a state-defense policy, ensuring overall safety against any possible attacks
launched at vulnerable states.

The main contributions of this paper are summarized as follows. First, we present a formal model for
the above described dynamic-event-protection mechanism. Then we define the new structure of safety level
automaton (SLA), a multilayered structure that captures the evolution of safety level by accounting for the
effects of the safety-enhancement and state-defense policies. Finally, we show that the attack-resilient supervisor
synthesis problem can be effectively solved by unfolding the SLA to incorporate the supervisor’s decisions and
all possible attacks. Compared with the works on secret protection [7-9], our work investigates a dynamic
setting where the safety level can decrease due to defense actions. Moreover, here we need to consider the joint
effects of the supervisor and the protection policies, which does not exist in the secret protection problem.

2 Preliminaries

2.1 System Model

Let X be a finite set of events. A string is a finite sequence of events and X* denotes the set of all strings over X
including the empty string e. For any string s € X*, |s| denotes the length of s with |e|] = 0. A language L C %*
is a set of strings and we denote by L the prefix-closure of language L, i.e., L = {s € £* : 3w € ©* s.t. sw € L}.
Given language L and a string s € L, we denote the active event set at s in L by Ap(s) ={oc € X :s0 € L}.
We consider a DES modeled by a deterministic finite-state automaton (DFA) G = (X, X, §, z¢), where X is
the finite set of states, X is the finite set of events, § : X x ¥ — X is the partial transition function such that
d(z,0) = 2’ denotes the transition labeled by o from state z to state 2/, and x¢ € X is the unique initial state.
The transition function is also extended to § : X x ¥* — X recursively by: (i) for any z € X, §(x,€) = x; and
(ii) for any z € X,s € ¥*, 0 € 3, we have 6(x, so) = §(§(z, s),0). The set of all strings generated by G starting
from state z € X is defined as L(G,z) = {s € ¥* : §(x, s)!}, where “!" means “is defined". The language
generated by G is defined as L(G) := L(G, zo). For simplicity, we write d(zo, s) as §(s) for any s € L(G).

2.2 Standard Supervisory Control Theory

In the standard framework of supervisory control theory, the event set is partitioned as



Y =X .U,
where Y. is the set of controllable events and X,,.. is the set of uncontrollable events. A supervisor is a mechanism
that dynamically disables controllable events to enforce some specifications. We denote I' = {y € 2* : &3,,. C v}
as the set of admissible control decisions. Then a supervisor is a function S : L(G) — I'. We use notation S/G

to represent the controlled system and the language generated by S/G, denoted by £(S/G) is defined recursively
by:

(i) €€ L(S/G);
(i) [s€L(S/G)NsceL(G)NoeS(s)] < [soeL(S/G).

The safety of the system is modeled by a prefix-closed sub-language K C L£(G). The standard safe control
problem is to design a supervisor S such that £(S/G) C K and as permissive as possible. Without loss of
generality, we assume that K is generated by H = (Xg, %, 0y, xH ), which is a sub-automaton of G [2]. Then
for any s € L(G), we have s € K if it does not pass through any states in X \ Xp.

3 Attack-Protection Supervisory Control

In this section, we formally present the attack-protection model that we investigate in this paper.

3.1 System Attack Mechanism

Attacker Model: We assume that attack can only be launched at some vulnerable states , denoted as
Xy CX.

That is, the attacker can only influence the system only upon reaching these states. We define the set of
strings leading to vulnerable states as Ly (G) = {s € L(G) : §(s) € Xv}. Then let = be a finite set of
symbols representing possible attack actions. Similar to the supervisor, the attacker is therefore a function that
dynamically issues attack actions but only at vulnerable states, i.e.,

A: Ly (G) — E.

Attack Effect: The effect of the attacker on the supervisory control system is captured by a fusion rule

@: I x E— 2%
Specifically, given an original control decision v € I' and an attack decision £ € =, the resulting overall control
decision taken by the system is given by ®(v,£). Note that, our definition of attack actions = and the fusion
rule £ are generic; the specific forms depend on the underlying attack setting. Hereafter, we focus on a specific
type of attack called the actuator-enablement attack (AE-attack), where the attacker can enable some events
that are originally disabled by the supervisor. In this setting, let ¥, C 3. be the set of events that can be
enabled by the attacker. Then the action space of the attacker can be concretized by = = {¢ € 2¥ : £ € X}
and the fusion rule becomes ®(v,&) = yUE.

3.2 System Protection Mechanism

In this paper, we consider a general system protection mechanism based on the safety level of the system.
Specifically, the system can choose to protect itself from being attacked by the attacker based on two key
factors:

e Whether it has accumulated a sufficient safety level, and
e Whether it decides to take a protection action once it has acquired enough safety level.

Formally, for each vulnerable state, we assign a required safety level by function
l: Xy — N+,
which specifies the minimal safety level the system must maintain to launch a protection action against potential
attacks. We denote by ¢,,, = max,cx, £(z) the maximal required safety level requirement among all vulnerable
states.
Safety-Enhancement Policy: We assume that the safety level of the system can be enhanced upon the
occurrence of certain events called protecting events, denoted as:

X, Cx.
These events model system behaviors that allow safety operations, such as network traffic monitoring or system

backup, to be conducted simultaneously, thereby increasing the system’s safety level. We also define ¥, =
¥\ ¥,. Note that, there is no relationship between 3, and .. The safety level is enhanced when the



occurred event is protected. For cost reasons, the system needs to dynamically protect events based on a
safety-enhancement policy: 7 L(G) x5, - {0,11,

where 7(s,0) = 1 means that o € ¥, N Az )(s) is protected after s € £L(G) is generated. We also extend 7 to
L(G) x ¥ — {0,1} by setting n(s,o) =0 for any o € L,,,,.

State-Defense Policy: Note that accumulating a sufficient safety level does not necessarily imply that the
system is automatically defended. The system must actively take defense actions through a state-defense policy
D: Ly(G) —{0,1},
where D(s) = 1 indicates that the system chooses to defend against an attack at the vulnerable state reached by
s € L(G), and D(s) = 0 means no defense is applied. We can extend D to L(G) — {0,1} by setting D(s) =0
for any s ¢ Ly(G). In this paper, we assume that when a state is defended, the next control decision cannot

be attacked. This defense holds only until a new event occurs.
Safety Level Evolution: For the sake of simplicity, we assume that the safety level of the system evolves
as follows:

e Whenever the system executes a protected event and does not reach a vulnerable state (meaning the safety
accumulation will not be consumed in the next step), the safety level increases by one unit.

e Once a state protection action is taken, the safety level of the system is fully consumed, resetting to 0.

Therefore, given a safety-enhancement policy 7 and a state-defense policy D, for each string s € L(G), we
denote by N p(s) the safety level of the system upon string s. By assuming that the initial safety level of the
system is 0, the safety level of the system is defined recursively by:

(i) Nrx,p(e) =0;
(i) for any so € (L(G) \ Lv(G)), we have
Nz,p(s0) = Nz p(s) +7(s,0)
(iii) for any so € Ly (G), we have

B 0 if D(so) =1
Ny p(so) = { Nzp(s)+m(s,0) otherwise

3.3 Resulting Supervisor and Problem Formulation

Note that, the system can take protection actions only when it meets the required safety level associated with
the vulnerable state. Therefore, the safety-enhancement policy and the state-defense policy must be compatible.

Definition 1 (Compatible Policies). We say a safety-enhancement policy 7 and a state-defense policy D are
compatible if for any so € Ly (G), we have

D(sc)=1 = Ngp(s)+n(s,0)>L((s0)).

Hereafter, we will refer to the combination of a supervisor 9, a safety-enhancement policy 7, and a compatible
state-defense policy D as a policy pattern (S, m, D). This policy pattern encapsulates all the decisions the system
must make, including control actions, event protections, and state defenses. Given a policy pattern (S,m, D),
attacker A and fusion rule @, we denote by SZ”?B as a resulting overall supervisor, which is defined by: for any
s € L(G), we have

- S(s), A(s if D(s)=0 and J(s
SA:g(S) :{ g((s)( JAE) ot}?sg"vs)/iseo oty

We denote by E(SXS /G) the language generated by the attack-protection system. Then the problem we
investigate is formulated as follows:

Problem 1. Given G with vulnerable states Xy and the required safety level ¢ : Xy — N7, specifications
K C L(G), controllable events 3., protecting events X, attack action set =, and fusion rule @, find a policy
pattern (S,m, D) such that 7 and D are compatible, and for any possible attacker A, we have E(SZ’,g/G) CK.

Note that we do not impose a permissiveness requirement in Problem 1 because there is a trade-off between
permissiveness and the number of necessary protections for events. This trade-off is illustrated in the following
example.



Figure 1: System G with ¥, = {a,b}, £, = {a}, ¥, = {b,¢}, Xy = {0,2,4}, £(0) = £(2) =1, £(4) = 2 and
Xy = {0,1,2,4}.

Example 1. Consider system G in Figure 1. The specification K is to avoid reaching state 3. The vulnerable
states are 0, 2, and 4, with required safety levels ¢(0) = ¢(2) = 1 and ¢(4) = 2. To ensure safety, event a must
be disabled at states 2 and 4. This requires D(s) = 1 for all 4(s) € {2,4}, meaning the safety level must exceed
1 and 2 upon reaching states 2 and 4, respectively. To achieve this, event b must be consistently protected to
increase the safety level, and event ¢ should be protected at the beginning. If event a occurs and the system
transitions to state 1, event b should be disabled, and event ¢ should be protected. To be more specific, consider
string bbb. After the first b, the system reaches state 2, which requires immediate defense (D(b) = 1). Therefore,
we have 7(e,b) = 1 to increase the safety level to 1 before the defense. Since the defense resets the safety level
to 0. To ensure the required safety level £(4) = 2 when reaching state 4, the next two b’s must also be protected.

While the above safety-enhancement policy results in a maximally permissive closed-loop behavior, it requires
infinite protections of b, as states 1 and 2 form a loop involving events b and c¢. An alternative approach is to
consistently disable event b, requiring only the protection of event ¢ at state 1. This illustrates the trade-off
between the permissiveness of the supervisor and the number of protections enforced by the safety-enhancement
policy. In this paper, we focus on developing a supervisory control strategy that meets safety requirements
while maintaining feasible system operation under all possible attacks. The analysis of optimality, including
minimizing protections and maximizing permissiveness, is left for future work.

4 Synthesis Procedure

In this section, we present the synthesis procedure of the overall supervisor. We conduct this by first considering
the influence of the safety-enhancement policy and the state-defense policy and then involving the decisions of
the supervisor and the attacker.

4.1 Safety Level Automaton

First, we introduce the safety level automata (SLA), which captures the evolution of the safety level with respect
to safety-enhancement policy 7 and state-defense policy D.

Definition 2 (Safety Level Automata). Given system G and safety level requirement ¢ : Xy — NT with
maximal level /,,,, the safety level automaton (SLA) is defined by

L= (Q7 ZL; f’ CIO)a

where
e Q C X x{0,...,¢,} is the set of states;
e X, =¥ x{0,1} x {0,1} is the set of events;

e f:Q x 3L — Q@ is the transition function defined by: for any (z,n) € Q and (o0,1,7') € X1, we have:

e go = (%0, 0) is the initial state.

Intuitively, the SLA L simulates system G under all possible safety-enhancement and state-defense policies.
Specifically, every state (z,n) € @ indicates that the current state is x and the current safety level is n. For
each event (0,1,7') € X1, + = 1 means that o is protected by the safety-enhancement policy while + = 1
means that the next state is defended by state-defense policy after the occurrence of . This is why we have
f((x,n), (0,1,)iff 0 € £, and f((z,n), (0,2,1))! iff 6(z,0) € Xy and n +1 > £(6(z, 0)).
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Figure 2: Running example G with ¥. = {a,b}, ¥, = {a}, £, = {b,c}, Xv = {0,2}, £(0) = ¢(2) = 1, and
XH = {Oa 17 2}

Example 2. Let us consider system G shown in Figure 2(a). The corresponding safety level automaton L is as
shown in Figure 2(b). The initial state of L is (0,0). Starting from (0, 0), transition f((0,0), (¢,1,0)) = (0,1)
represents the fact that the safety level will increase from 0 to 1 when the protected event ¢ occurs and D(c) = 0,
while transition f((0,0), (¢,1,1)) = (0,0) represents that the safety level will remain 0 if (i) ¢ is protected, and
(ii) state 0 is protected upon the occurrence of ¢, i.e., D(c) = 1.

The relationship with strings in L with strings in the original system under w and D is captured as follows.

Definition 3 (Safety Strings). Given the system G, safety-enhancement policy 7 and state-defense policy D,
for any string s = 0109 - - € L(G), its corresponding safety string ssare = (071,21,))(02,22,1) ... (w.r.t. 7 and
D) is defined by: for any (oy,;,1,),4 =1,2,..., we have

o i, =1ifn(oy...0i_1,0;) = 1; and
e . =1ifD(oy...04) = 1.
Then we have the following property for the SLA.

Proposition 1. Given system G with policies m and D, for any s € L(G), we have sgare € L(L). Moreover, we
have f(Ssafe) = (6(s), min[N(s), £]).

Proof. We prove this by induction of the length of s.

Induction Basis: Suppose that |s| = 0. Then we know that sgase = €. It is clear that f(ssaze) = qo =
(20,0) = (0(¢), N(€)). Therefore, the induction basis holds.

Induction Step: Now suppose that Proposition 1 holds for s € £(G) wtih |s| = k, then for any so € L(G):

o if m(s,0) =0 and D(so) = 0, then we have sosate = Ssate(0,0,0) and N(so) = N(s). According to the defi-
nition of f, we have f(s0sate) = f(f(Ssate), (7,0,0)) = (6(6(s),0), min[N(s), £,,]) = (6(so), min[N (so), lm]);

e if m(s,0) = 1 and D(so) = 0, then we have $0sate = Ssate(0,1,0) and N(sa) = N(s) + 1. According
to the definition of f, if N(s) < £,,, then we have f(sosate) = f(f(Ssate),(0,1,0)) = (6(d(s),0), N(s) +
1) = (§(so),min[N(s0),¥y,]); otherwise, we have f(s0sate) = f(f(sz,p),(0,1,0)) = (6(0(s),0),4m) =
(6(so), min[N (s0), lm));

e if 7(s,0) =0 and D(so) = 1, then we have $0sate = Ssase(0,0,1) and N(so) = 0. According to the definition
of f, we have f(s0sate) = f(f(Ssate), (0,0,1)) = (6(6(s),0),0] = (6(so), min[N(so), £m]);

e if m(s,0) =1 and D(so) = 1, then we have $0gare = Ssaze(0,1,1) and N(so) = 0. According to the definition
of f, we have f(s0sate) = f(f(ssafe),(a,l,l)) (6(6(s),0),0] = (6(so), min[N(s0), £ym)).

The proof is now complete. O

4.2 Synthesis of The Supervisor

Note that the SLA alone is not sufficient for supervisor synthesis, as it does not account for the potential effect
of attacks. To incorporate the impact of attacks, we need to further classify language Ly (G) into two parts.
When D(s) = 0, it indicates that the state d(s) is not defended. In this case, upon issuing a control decision
v, the supervisor has to consider the union of all possible overall control decisions U565 ®(7,¢). Note that
since this paper focuses on AE-attacks, it suffices to treat ¥, as uncontrollable events in this scenario, i.e.,
Ugez ®(7,€) =7 U Eq. On the other hand, when D(s) = 1, meaning the state J(s) is defended, the supervisor
can still consider the set of controllable events as ¥.. Therefore, to capture the behavior of the closed-loop
system under possible attacks, we need to further unfold the SLA by incorporating the effect of the attacker.



To this end, we first define a new set of symbols capturing admissible decisions of the safety-enhancement
policy:
I™ = {y7 e 22101 27 C 47},
where X7, = (X, x {1}) U (2., x {0}). Specifically, for any s € £(G), given an admissible decision 4™ € I'™,
the corresponding safety-enhancement decision 7(s, o) is defined by: for each o € A () (s), if (0,0) € 4™, then
m(s,0) = 1. Therefore, we also denote I'"(s) € 22x{0.1} 55 the corresponding decision of the safety-enhancement

policy m upon the occurrence of s with a slight abuse of the notation. Now, we define the unfolded SLA as
follows.

Definition 4 (Unfolded SLA). An unfolded safety level automaton w.r.t. SLA L is a tuple

U= (QY7 QZ7 QW76YZ7 5ZW3 5WY7F7F7T7 ZL, y0)7

where

o Qy C Q@ x {0,1} is the set of Y-states;

e Qz CQ x{0,1} x T x I'" is the set of Z-states, where I'(z) and I'"(z) denote its control decision and the
safety-enhancement components, respectively;

o Qw = Q x 3 x{0,1} is the set of W-states;

e 0yz:Qy xI'xI'™ — @z is a deterministic transition function from Y-states to Z-states which satisfies the
following constraint: for any y € Qy, v € ', ™ € I'™, and z € Q7 such that z = dy z(y,7,7™), we have:

2= (y,7,7" )

o dzw : QzxXx{0,1} — Qw is the deterministic transition function from Z-states to W-states which satisfies
the following constraint: for any z = ((z,n),7,v,7") € Qz, (0,2) € ¥ x {0,1}, and w € Qw such that
w=dzw(z,(0,2)):

— if 7/ =0 and = € Xy, then we have
[0 € YU, A(0,2) € YA [w = ((z,n),0,1)];
— otherwise, we have -

[0 €7Al(e,2) € Y N [w = ((z,n),0,2)];

e dwy : Qw XX — Qy is the deterministic transition function from WW-states to Y-states which satisfies the fol-
lowing constraint: for any w = ((z,n), 0,1) € Qw, (0,1,¢) € £1, and y € Q, such that y = dwy (w, (0,1,7')),

we have
Yy = (f(($7 n)7 (07 (2 Z/)>7 Zl);
e [ is the set of admissible decisions of the supervisor;

e I'" is the set of admissible decisions of the policy;
e yo = (qo,0) is the initial Y-states.

In the unfolded SLA L, a Y-state y is constructed by expanding a state ¢ € @ of L with a binary variable
' € {0,1} representing whether or not ¢ is currently defended. Starting from Y-states, the supervisor S and
the safety-enhancement policy © make decisions (v,7™) € I' x I'™ and U moves to Z-states by remembering
this decision. Then at this Z-state, according to the defense status of the current state, all possible events
(0,1) € ¥ x {0,1} allowed by both v and 4™ are took into consideration and the U moves to W-states by
remembering each (0,:). Finally at W-states, two events (o,2,¢') € ¥ with ¢/ € {0,1} are considered and
U moves back to Y-states by following the dynamic of the SLA and remembering the state-defense decision
. Intuitively, the unfolded SLA can be treated as a game arena of the supervisor, safety-enhancement policy
(together operate on Y-states), the attacker (operates on Z-states), and state-defense policy (operates on W-
states).

Given an unfolded SLA U, we define the set of decisions at Y-state y € Qy as 'y (y) := {(v,7y") eI xI'":
Oy z(y, (7,7™))!}. We also define the set of decisions at W-state w = (¢,0,2) € Qw as Dy(w) := {¢' € {0,1} :
dwy (w, (0,1,7'))!}. For the purpose of control, we require the supervisor, the safety-enhancement, and the
state-defense policies to always react to any events that occur. Formally, given an unfolded SLA U, we say

e a Y-state y € Qy is complete if Ty (y) # 0;
e a Z-state z = (((z,n),?),v,7") € Qz is complete if

— d(z,0)! = dzw(z,(0,2))! for any o € YU X, (0,1) € 4™, when ¢/ = 0 and = € Xy;
— 0(z,0)! = dzw (7, (0,2))! for any o € v, (0,1) € 4™, otherwise.
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Figure 3: Partlal of the unfolded SLA U w.r.t. L in Figure 2(b).
o a W-state w=(z,n), 0,9 €Qw is complete if Dy (w)#0D.

We say U is complete if all states in it are complete.

Note that the unfolded SLA contains multiple policy patterns in general. Given a policy pattern (S, m, D),
for any s = o109 --- € E(S;:g /@), the corresponding state in U is the state reached recursively by applying the
corresponding decisions along string s, which we denote as Y (s), Z(s) and W (s), respectively.

Definition 5 (Included Policy Pattern). We say a policy pattern (S, m, D) is included in unfolded SLA U if
for any possible attacker A, for any s € E(SXS/G), we have (1) (S(s),I'"(s)) € T'y(Y(s)); and (ii) D(s) €
Dy (W(s)).

Let “C" denote the standard sub-graph inclusion, the following theorem shows that Problem 1 can be
correctly solved by using unfolded SLA and sub-automaton H.

Theorem 1. For any policy pattern (5,7, D), we have L(SZ:g/G) C K for any possible A, if and only if,
(S,m, D) is included in a complete unfolded SLA U* C U such that:

(1) for any y = ((z,n),?) € Q%, we have z € Xg;
(2) for any complete unfolded SLA U’ C U satisfies condition (1), we have U’ C U*.

Proof. The “if" part directly follows property (1) of U*. Now we prove the “only if" part by contradiction.
Suppose that there exists a combination (S, 7, D) with E(SZ’,g/G) C K for any possible A, but (S, 7, D) is not
included in U*. However, we know that (S, 7, D) is included in another complete unfolded SLA U which can
be constructed by applying S(s), '™ (s) and D(s) repeatedly under the strings s € E(SZ’,g/G) for any possible
A. Since (S, 7, D) is not in U*, we have that U UUA* is strictly larger than U* and satisfies condition (1). It
contradicts the fact that U* is the largest structure that satisfies (1). O

To construct U*, one can (i) construct the largest unfolded SLA U that enumerates all the feasible transitions
dvz, dzw, and dyy; and (ii) delete all Y-states y = ((x,n),?') € Qy for which z ¢ Xpg; (iii) Finally, delete all
the incomplete states recursively until the structure converges. A similar procedure is used in [19], and readers
are referred to this work for further details.

Given U*, in execution, the combination (S, 7, D) can work as follows: at each instant, S and 7 will remember
the current Y-state y and randomly pick a decision pair (v,7™) from I'ya«(y). Then we update the current
state to Z-state according to (v,7™) and wait for the next event to occur. After that, we update the current
state to W-state w, and D will randomly pick a decision from Dy 4+ (w) and so forth. Since the policy pattern
operates over the state space of the unfolded SLA, which is itself finite. We can always synthesize a finite-state
supervisor by always picking the same decision on the same Y-state and W-state.

Example 3. We still consider the system G as shown in Figure 2(a). We show a partial of the unfolded SLA
in Figure 3, where state (z,n) in L are represented by x,,. We note that some decisions in Z-states may contain
redundancy, e.g., decision {c} at state 0g, 0, since event a can be enabled when state 0 is not defended. We omit
these redundant decisions in each Z-state. In system G, state 3 is not included by Xg. Thus in the unfolded
SLA, we need to first remove all Y-states ((3,n),7) € Qy. This will finally cause states (21,0) and (20, 0)
incomplete since state 2 in G must be defended to disable event a. We also remove them from the unfolded
SLA. Then W-state 1o, (¢,0) becomes a new incomplete state and also be deleted from the structure. Such
a procedure converges to a single feasible decision at state 1¢,0, i.e., {c¢} and {c,1}. hence, event ¢ must be
protected when the state is 1 and the current safety level is 0. Then followed by the occurrence of ¢, state 2
must be defended.



Note that the SLA contains at most |X| - (¢, + 1) states, and the state space of the unfolded SLA U is
polynomial in |X| and ¢,,, but exponential in |¥|. Pruning unsafe Y-states is linear in the size of U, while
removing incomplete states is quadratic. Thus, the overall complexity is polynomial in both the state space size
and the safety level bound, but exponential in the size of the event set.

5 Conclusion

In this paper, we introduce the attack-resilient supervisory control problem under dynamic-event-protection
mechanisms. To solve this problem, we use a multilayered duplication structure of the original system and
show that the problem can be formulated as a supervisory control problem on this structure with an integrated
decision architecture. In the future, we plan to investigate the trade-off between system permissiveness and
protection frequency through a Pareto-optimal synthesis framework. Also, we plan to extend our results to the
partial observation setting.
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