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Abstract

Fault identification studies in the Discrete Event Systems literature are typically model-
based and require knowledge of the structure of the system, including the nature (and be-
havior) of the possible faults. In this paper we consider this problem within the framework
of Petri nets assuming knowledge of the nominal (fault-free) system model but removing the
requirement, that the nature (or behavior) of the faults is known. Specifically, we consider a
setting where faults are unobservable and use sequences of observations to infer the structure
and behavior of faults. The resulting method recognizes the structure of the faulty system
using knowledge of the structure of the fault-free system, and the projection of the faulty
system language on the set of non-faulty events, which are assumed to be observable. Two
problem formulations can be given: (i) fault identification when the resulting faulty Petri
net system is required to generate all observed sequences, while no constraint is imposed
on sequences that are not observed; (ii) fault synthesis where the resulting faulty Petri net
system is required to only generate all observed sequences, while all sequences that are not
observed cannot actually occur. We show that a solution to the first problem can always
be easily found, while the synthesis problem is not trivial at all and we solve it via an ap-
proach based on linear integer programming, which allows us to take into account physical
constraints on the system in terms of possible and not possible interactions in the system.
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1 Introduction

In the discrete-event system (DES) framework, the data collected from the observation of the
system is usually given in terms of behavioral descriptions (e.g., transition system and language)
and the set of behavioral sequences may be fixed or may be increased in the course of the system
operation (e.g. due to new experiments). The identification problem aims to address two main
issues. First, it determines whether for the given behavioral specification there exists a DES (e.g.,
a Petri net of a given class or size) that generates the specified behavior. Second, it provides a
constructive procedure to obtain a suitable DES model (usually an automaton or a Petri net).

Synthesis is a problem related to identification. While only a partial description of the system is
assumed for identification, the synthesis problem starts from a complete behavioral description
of the system. This does not imply that bisimulation is necessarily a goal to achieve, but a
requirement of exactness or approximation needs to be specified as an input parameter of the
synthesis problem. In simple words, the essential differences between identification and synthesis

can be summarized in the following two items.

e While in many synthesis approaches there are both examples and counterexamples, i.e.,
respectively sequences of events that can be generated by the system and sequences of
events that cannot be generated by the system, identification approaches typically do not
consider counterexamples.

e In identification approaches only a fraction of all possible behaviors is observed, i.e., the
system may allow for many traces in addition to the ones that are observed.

It is important to highlight that the above distinction between synthesis and identification is
not universally recognized in the literature. Thus, it often occurs that the two terms are used
interchangeably [6].

In this paper we deal with the problems of identification and synthesis of the fault model of a Petri
net whose nominal behavior is known!. The proposed approach is based on some of our earlier
results [8] where, given the language of a Petri net system, we identify the Petri net structure
and its initial marking by solving an integer programming problem (IPP). We assume knowledge
of the fault-free system and our goal is to identify the structure of the faulty part of the system,
specifically the additional transitions that comprise the faulty behavior. We address both the
identification and the synthesis problem. We consider faults as unobservable transitions, which
implies that identification should only be based on the projection of the faulty system language
on the set of non-faulty (observable) events.

LA preliminary and partial version of this paper was presented in [7]-



We prove that a trivial solution to the identification problem can always be found even if such
a solution may not in general have a physical meaning. Such a trivial solution, that consists by
adding a fault transition with no input place, comes from the fact that the identification problem
simply requires additional sequences of observable transitions to fire, while no disabling constraint
should be met. On the contrary, the synthesis problem requires the simultaneous satisfaction
of enabling and disabling constraints. A solution to the synthesis problem is proposed that
is based on integer linear programming. Such a solution takes advantage of a linear algebraic
characterization of the set of admissible solutions to the identification problem.

Our paper is based on the results we obtained in [8]. In particular both papers deal with
identification and synthesis problems and both approaches are based on integer programming.
However, the problem addressed in this paper cannot be seen as a particular case of the one
in [8]. In fact we only have to identify (or synthesize) a part of the net, but the behavior of
such a part is not observable. As a result of this requirement, the set of enabling and disabling
constraints is significantly different with respect to [8] as discussed in the rest of the paper.

To the best of our knowledge very few contributions exist in the literature that deal with the
problem of fault synthesis. On the contrary a very rich literature exists on the problem of
identification and synthesis of discrete event systems modeled via Petri nets. The first solutions
to the synthesis/identification problem of PNs date back to the early nineties and are based
on the theory of regions. Most contributions along this line of research have been proposed by
people from the computer science area. Among these we mention the works by Ehrenfeucht and
Rozenberg [14], Badouel et al. [1], Badouel and Darondeau [2], and Cortadella et al. [11]. A series
of more recent contributions based on the theory of regions have been brought by Bergenthum et
al. [5], Carmona et al. [9], Lorenz et al. [15], and Lorenz and Juhas [16]. Independently, a series
of other contributions have been proposed by people from the automatic control community.
Among these we mention the works by Meda-Campana and Lopez-Mellado [17, 18], Cabasino
et al. [8], Dotoli et al. [12| and Basile et al. |3]. An exhaustive survey on identification and
synthesis of DES has been recently published by some of the authors [6].

The paper with the largest points of contact with this manuscript is one quite recently published
by Dotoli et al. [13], which addresses the problem of identification of a Petri net system by
modeling the unobservable behavior of a discrete event system. Assuming that the structure of
the PN that captures the observable system behavior is known, they characterize the PN that
models the unobservable system behavior. The PN system is recursively obtained by an on-line
algorithm that detects the unobservable event occurrences and defines and solves (in some cases)
a corresponding integer linear programming problem. The main difference between our approach
and the approach in [13] is that they assume knowledge at each step of the marking of the Petri
net system, while in our case only the firing of the observable transitions is given. The extra
information (knowledge of PN marking) that is available in the approach in [13] also allows it to
identify unobservable events that do not alter the nominal system behavior.



2 Background on Petri nets

In this section we introduce the formalism used in the paper. For more details on Petri nets, we
refer the reader to [19].

A Place/Transition net (P/T net) is a structure N = (P, T, Pre, Post), where P = {p1,...,pm}
is a set of m places; T = {t1,...,t,} is a set of n transitions; Pre : P x T — N and Post :
P xT — N are the pre— and post-incidence functions, where N is the set of nonnegative integers,
that specify the arcs; we use C' = Post — Pre to denote the incidence matrix of V. Pictorially,
places are represented by circles, and transitions by bars.

The preset of a place (resp., transition), denoted by ®p (resp., °t), is the set of input transitions
(resp., places), i.e., *p={t € T' | Post(p,t) >0} (*t ={pe P | Pre(p,t) > 0}). The postset
of a place (resp., transition), denoted by p® (resp., t®), is the set of output transitions (resp.,
places), i.e., p* ={t € T | Pre(p,t) >0} (t*={p € P | Post(p,t) > 0}).

A marking is a vector M : P — N that assigns to each place of a P/T net a nonnegative integer
number of tokens, represented by black dots. We use M (p) to denote the marking of place p. A
P/T system or net system (N, My) is a net N with an initial marking M.

A transition ¢t € T is enabled at M if M > Pre(-,t) and may fire yielding the marking M’ =
M +C(-,t). We write M [o) to denote that the sequence of transitions o = t;, - - - t;, is enabled
at M, and we write M [o) M’ to denote that the firing of o yields M’. We denote the length of
the firing sequence o by |o].

Given a sequence o € T*, we call 7 : T* — N" the function that associates with o a vector
y € N called the firing vector of 0. We denote the ith entry of the firing vector y = 7(0)
by y(i), and we denote the number of occurrences of transition ¢ in sequence o by |o|, i.e.,

y(@) = lols,-

A marking M is reachable in (N, My) iff there exists a firing sequence o such that My [o) M.
The set of all markings reachable from My defines the reachability set of (N, Mp) and is denoted
by R(N, Mp).

Given a Petri net system (N, My), we define its language as the set of firing sequences that are
enabled at its initial marking My, L(N,My) = {oc € T* | Mylo)}. We also define the set of
firing sequences of length less than or equal to k € N as Ly (N, My) = {0 € L(N, M) | |o| < k}.
A language L is said to be prefiz-closed if for any string o € L, all prefixes of o are in L.

Given a nominal net system (N, Mp), it is possible to associate with it a faulty net whose set
of transitions TF = T U T contains the set of observable transitions 1" of the nominal net, plus
a set of unobservable fault transitions 7. We define the projection operator P, : (T*)* — T*
recursively as follows: (i) P,(¢) = e, where ¢ is the empty word ; (ii) P,(t) =t VYVt € T (iii)
P,(f) = e Vf € Ty; (iv) Py(at) = Polo)Py(t) Yo € (TF)*,t € TF. We denote as P, " the
inverse of the projection operator P,. Note that P,~! returns a set.

We also define the k-projection operator P, . : (TF)* — UF_ T* as the restriction of the operator



P, to only those sequences that lead to a projected word of length less than or equal to k.
The projection over the set of unobservable and fault transitions T is denoted FP,.

Finally, given a net N = (P, T, Pre, Post), and a subset 7/ C T of its transitions, we define
the T'—induced subnet of N as the new net N’ = (P,T', Pre/, Post’) where Pre’, Post’ are the

restrictions of Pre, Post to T'. The net N’ can be obtained from N by removing all transitions
inT\T.

3 Problem formulation

In the sequel two different problems are proposed. In both cases we assume that:

(A1) The behavior of the fault-free system is known and fault occurrences never forbid sequences
that are enabled in the nominal behavior.

However, it may happen that some other sequences of events that were not allowed in the nominal
behavior, become enabled after the faults occurrence.

In the first problem formulation, called identification, we simply want to be sure that all the
observations performed after the fault occurrence are actually enabled by the faulty model. On
the contrary, in the second problem formulation, called synthesis, given a finite set of observed
words, we want to be sure that such words completely describe the observable behavior of the
faulty system, in the sense that all observable words that do not belong to such a given set, are
actually forbidden.

Let (N, Mp) be the known net system that generates a nominal (i.e., fault-free) language £; both
the net structure N = (P, T, Pre, Post) and the language £ are known. The set of transitions
T of the nominal net is composed by all observable transitions. We consider a faulty net system
(NF, M), where N¥' = (P,TF, Pref’, Post!), that has the same number of places and the
same initial marking as the nominal one, but its set of transitions is 77 = T U Ty, where
Ty ={f1,..., fq} is the set of fault transitions. Furthermore, we make the following assumption.

(A2) The pre- and post-incidence matrices of the faulty net are

Pref’ = [ Pre Prelt ... Pref },

Post! = [ Post Postft ... Postfa } ,
where Prefi (resp., Post!i) is the m x 1 pre-incidence (resp., post-incidence) matrix of

transition f;.

According to assumption (A2), the faulty net retains the structure of the nominal one but includes
a number of additional fault transitions. Note that the number of fault transitions is not known



a priori. One can assume a certain number (based on the knowledge of the nominal system)
and look for the solution of the identification/synthesis problem. If the integer programming
problem has no solution, then the number of fault transitions should be increased. Numerical
examples presented in Subsection 5.5 help to understand how the number of fault transitions
can be chosen.

3.1 Case I: fault model identification

Problem 3.1 Let us consider a fault-free net system (N, My). Let Ef C T* be a finite prefix-
closed language over T whose strings have length less than or equal to a given integer k.

We want to identify a faulty net system (NT, My) satisfying (A1) and (A2) and such that for
each o € LL it holds P, (o) N L(NT', My) # 0. [ |

In simple words, our goal is to identify the structure of the faulty system, based on the knowl-
edge of its observed language, namely the projection of its firing sequences (that include fault
transitions) over the set of observable transitions 7. Note that, since we are solving an identifi-
cation problem, the language L(N'', My) may also contain sequences that do not belong to the
set Po_l(ﬁg ) (and thus produce a sequence of observations that does not belong to EkF ).

Example 3.2 Consider the fault-free net system in Fig. 1(a), whose language is £ = {(t1t2)™ |
n > 0} U{(tita)™t1 | n > 0}. Assume that a fault f may occur, and that the observable language
of the system with faults having length smaller than or equal to k = 2 is L5 = {e,t1,ta,t1t2}. We
want to identify a net system that coincides with the net system in Fig. 1(a) if the fault transition
and its connected arcs are removed, and whose language projected on {t1,t2} and restricted to
only sequences of length smaller than or equal to k = 2 includes all sequences in £§.

One solution to this is given by the net system in Fig. 1(b); however, this is not the only possible
solution. Thus, we have to associate an appropriate performance index to select a solution, within
the set of admissible ones, that best matches some given criteria. Note that, for the Petri net
in Fig. 1(b) we have L(NT' My) = {e,t1, f,tita, t1 f, ft1, fto, [ f, t1itats, titaf, t1 fto, t1 f £, ftata,
ftif, ftate, ftof, fft1, ffta, £ f, ...} that strictly includes P, (L) = {e, 1, f, t1ta, t1 f, ft1, fta,
ffitaitaf tafto, ti f f, ftata, ftof, ftaf, ffte, ffta, fff,...} but also includes other strings; e.g.
ftat1 ¢ P,7Y(LE) but ftaty € L(INT, My). u

The next proposition characterizes the existence of a solution for this problem.

Proposition 3.3 Given a fault-free system (N, M), a necessary and sufficient condition for the
existence of a solution to Problem 3.1 is that Lg(N, My) C LF.

Proof: The necessity follows from the fact that assumptions (Al) and (A2) guarantee that all
sequences firable in (N, Mg) can also be fired in (N*', Mp). Thus Problem 3.1 is well-posed only
if £ contains all the sequences in Lg(N, My).

The sufficiency of the condition follows from the fact that a trivial solution to Problem 3.1 may
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Figure 1: A motivational example.

also be computed by simply adding to the non-faulty net one fault transition with no input place
and connected to all places that are input places for the transitions of 7. Such a transition is
always enabled and may fire as many times as necessary to enable all words in Li(N, My). O

The above proposition clearly makes evident that a trivial solution to the identification problem
always exists that consists of a source fault transition, i.e., a transition with no input places, that
may fire as many times as necessary to enable the sequences in Ef that are not in L (N, My).
Obviously, such a solution is in general not significant in real applications.

Note that, depending on the cost function that we use, we can select one solution or another. As
an example if we choose a cost function that minimizes the number of fault transitions and the
arcs weight we would obtain a solution with a unique fault transition having a set of post arcs
in those places that need more tokens to enable a word in Ef \ Lk.

In the rest of the paper we assume that the condition Ly (N, My) C LE stated in Proposition 3.3
holds.

The following section formalizes the synthesis problem. Note that for such a problem computing
a solution is not trivial. Indeed, in this case we cannot simply enable additional sequences that
were forbidden with no fault, but we also have to simultaneously disable other sequences.

3.2 Case II: fault model synthesis

Problem 3.4 Consider a fault-free net system (N, My) and let EkF C T* be a finite prefiz-closed
language over T whose strings have length less than or equal to a given integer k.

We want to synthesize a faulty net system (N, Mo) satisfying (A1) and such that
Por(L(N, M) = £F
|

In such a case, since we are solving a synthesis problem, the net needs to generate exactly the
observable sequences of length less than or equal to k that are contained in EkF .
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Figure 2: A Petri net system where £ = L = {¢,11}.

Example 3.5 Consider again the fault-free net system in Fig. 1(a), whose language is L =
{(t1t2)" | n > 0} U {(tat2)"t1 | n > 0}. Assume that a fault f may occur, and the observable
language of the system with faults is L = {((t1 +¢) t2)" | n > 0}U{((t1+¢) t2)™1 | n > 0}. We
want to synthesize a net system that retains the structure of the fault-free Petri net in Fig. 1(a),
and whose language projected on T = {t1,t2} is equal to L¥. The Petri net in Fig. 1(b) is no
longer an acceptable solution. A solution to this problem is given by the net system in Fig. 1(c),
but again this is not the only possible solution. Thus, we have to associate an appropriate perfor-
mance index to select a solution, within the further set of admissible solutions, that best matches

some given criteria. This issue will be discussed further in the following sections. |

Note that the necessary condition provided by Proposition 3.3 for the identification problem also
applies to the synthesis problem. However, in the case of synthesis such a condition is obviously
no longer sufficient.

As a final remark, note that for both identification and synthesis we can only reconstruct faults
generating strings whose observable projection is not contained in the language of the nominal
system. The following example clarifies this.

Example 3.6 Let us consider the net system in Fig. 2, where T = {t1} and Ty = {f}. Here
k=1and L =LY = {e,t1}, i.c., the nominal language coincides with the observable language
of the faulty system. This means that after the firing of fault transition f no anomalous string
will be observed, thus this fault cannot be identified. In fact after the fault occurrence only the
the empty word € will be observed. This, however, can be explained by a nominal evolution where
transition t1 has not (yet) fired. [

A possible solution for problems such as the one in the previous example may be offered by the
notion of forcible events. The idea is that an operator can force the occurrence of an observable
event, i.e., it can make it occur (assuming it is enabled). In the previous example, if no string is
observed the operator may force event t¢;: if it fires, one can infer that f has not occurred, while
if it does not fire, one may infer that it has been disabled by the firing of f.



4 A linear algebraic characterization of the solutions of the fault
identification problem

In this section we solve Problem 3.1 using the approach in [8]. We make the following assumption
that holds for the rest of the paper.

(A3) The Tt-induced subnet is acyclic.

This assumption is justified by the fact that our approach is based on the incidence matrix and
on the state equation of the net. As a consequence of Assumption (A3), all fault transitions are
loop-free so the incidence matrix contains all the information on the net structure. Moreover, it
guarantees necessary and sufficient conditions for reachability in the unobservable subnet.

In this section we provide an algebraic characterization of the set of admissible faulty systems. In
particular, we show that if an upper bound is given on the number of times each fault transition
may fire, then the characterization is linear.

4.1 Preliminary characterization

Definition 4.1 Let L be the prefiz-closed language of the fault-free net system (N, My), and EkF
be the projection over the set of observable transitions T of the prefiz-closed language of the faulty
net system we want to identify.

We define the following sets:

E = {lotj)|oel, lo|<k, t; €T, ot; € L},
EF = {(O’,tj) ’ (S ‘65—17 t]‘ eT, Utj S ﬁg}, (1)
EF = gF\&.

In simple words, £ includes all couples (o,t;) where o is in the language £ of the fault-free net
system, with length smaller than £, and transition ¢; € 7" such that the sequence ot; also belongs
to the language £ of the fault-free net system.

The set £ includes all couples (o, tj) where o is in the projection of the language of the faulty
net system on the set of observable transitions 7', with length smaller than k, and transition
t; € T such that the sequence ot; also belongs to the projection of the language of the faulty
net system on the set of observable transitions 7.

Clearly, it is & C EF. Therefore the set £ \ £ contains only those couples (o,¢;) in X that
originate from the occurrence of some fault.



Proposition 4.2 Consider a pair (o,t;) € EF. Under assumption (A3), the faulty net (N, My)
generates a word (ot;)F" € P,7Y(at;) such that |(ot;)F|s, = a;j, i=A{1,...,q}, iff the following
conditions are both verified:

(a) The net (N¥', M) generates a word o € P,” (o) with |oF|s, = ai, where i = {1,...,q}.

o’

(b) For each fault transition f;, with i = {1,...,q}, there exists integer O‘Q,j such that

{ My+>1, a;j(Postfi — Prefi) + C - w(0) > Pre(-,t;) 2

afjﬂj >al, Vie{l,...,q}.

Proof. (If part) If the net (N, My) generates a word whose projection is ot;, then there exists
a firing sequence
Molo")M[v)M'[t;),

where o € P,7!(0) and v € T}, where [v|f, = aé, with aé- > 0 and i € {1,...,q}, are
additional occurrences of f;, that may be necessary to enable transition ¢; after o has fired.

Let |of|f, = al; then according to the state equation it holds

M/ = M0+C7T(U)+qu:1azg(POStf’—P'refl)
= My+C- 71’(0') + Zgzl ag’j . (POStfi _ Prefi)

with afm. =al + oz;, with i € {1,..., ¢}, and, since M’ enables t;, we obtain (2).

(Only if part) Assume condition (a) is verified so that there exists a marking M such that
My[e¥)M. This allows us to rewrite (2) as

M + 23:1 OZ;' : (.POStfZ — P’I"efi) > P'r'e(.,tj)
a0 Wi (L. g}

where o’ = o' . — ol for any i € {1,...,q}. Consider now the unobservable subnet obtained

J ]
from N by removing all transitions except f;, with ¢ = {1,..., ¢}, with initial marking M. By

assumption (A3) the unobservable subnet is acyclic, hence inequality

q
M + Zaé - (Post!t — Preli) > Pre(-,t;) >0
i=1

implies that there exists a sequence of fault transitions, and a marking M’ such that M[v)M'[t;)
[10]. This means that a sequence (ot;)f" € P,7!(ot;) is firable in the faulty net with |(ot;)F|;, =
' 0

« t forallic{l,...,q}.

— o
=Q, +Q;

? .
U?J

4.2 IPP formulation

In this section we provide a linear algebraic characterization of the set of net systems that
satisfy a given identification problem. Note that, as already discussed earlier, a solution to

10



the identification problem can be easily found by adding fault source transitions that pump an
appropriate number of tokens to enable all sequences in £\ £. However, the importance of
a linear algebraic characterization is twofold: first it is useful if an appropriate cost function is
given, second it provides the starting point for the synthesis problem addressed later on.

Proposition 4.3 Consider the following set of algebraic constraints:

gzd(gF) A

Mo +>7 afm- - (Postfi — Prefi) + C - w(a) > Pre(-,t;)
o, €N

Postfi, Prefi ¢ N™

Y (o,t;) € EF, Vie{1,...,q¢}

(a)

Prefi(pg) — 2L - K <0
Posti(py) — (1 - 24) - K <0
zi €{0,1}

| Vie{l,...,q}, Vke{l,...,m}

(b)

whose unknowns are oszyj, V(o,t;) € EF and¥i e {1,...,q}; Postli, Prefi e N™ Vi e {1,...,q};
the binary variables zi Vi € {1,...,q} andVk € {1,...,m}. Finally, K is a very large constant,
greater than the largest admissible value of the weight of any pre and post arc associated with

fault transitions.

Any couple of matrices Pref” and Post? satisfying such a set of constraints constitutes a solution
of Problem 3.1, provided that the resulting Ty induced subnet is acyclic, namely assumption (A3)
is satisfied.

Proof: We first prove that, under assumptions (A1) to (A3), the net system (N, My) satisfies
P(L(NT, My)) D LE if and only if the set of algebraic constraints in (3) holds.

Provided that the Ty induced subnet is acyclic, therefore state equation describes all traces, con-
straints (a) are the enabling constraints relative to those sequences that can only be observed when
faults occur, i.e., a transition t; is enabled at Mo+ ¢_, ozf,’j-(Postfi—Pref")+(Post—Pre)~7r(J)
if and only if Mo+ >, afm- -(Post!i — Preli) + (Post — Pre) -w(0) > Pre-mn(t;). They trivially
follow from Proposition 4.2. Indeed, by Proposition 4.2, for any couple (o,t;) € gF, there exists
a couple (0',1}) € EF such that o'th =0 (eg. if (t1,t2) € EF then also (e,t1) € EF).

Constraints (b) force each fault transition f; to be loop-free. In fact, they imply that if Preli (py) >
0, then Postli(pr) = 0, and viceversa. O

As mentioned in the statement of Proposition 4.3 the resulting 7'y induced subnet has to be
acyclic. Thus once we obtain a solution, we need to check for the acyclicity of the Ty induced
subnet, and if this condition is not respected we need to add some constraint to avoid such a
solution (e.g imposing one pre or post arc of the Ty induced subnet obtained as a solution equal

to zero) and run again the simulation.

11



4.3 Constraints linearization

The nonlinearity of constraints (3), due to the product of afm and Postfi, Prefi, can be removed
by assigning an upper bound I';, for each fault transition f;, on the number of times the fault
transition f; must fire to justify the anomalous behavior?. Obviously, I'; can be chosen differently
for each fault transition f;.

Let ¢, i =1,...,q, be ¢ m-dimensional vectors of integer numbers, each one associated with a
different fault. Constraint (a) for the generic couple (o,t;) € £ can be translated into an OR
constraint that can be written as the following set of 1+> 7 ; [2(T;4+1)+1]+1 =2+2>"7 | I +2g
linear constraints involving mq integer variables and Y ¢_; I'; + ¢ binary variables:

My+ Y1 .6 +C n(oc)— Pre(tj) >0
¢ — h(Postli — Prefi) < ziyhl?
¢; — h(Postli — Preli) > —zi’hlz
Shiozin =T
sne {01}, &ezm

i zioz1

where, as usual, K is a very large constant (see [4] for a description of this procedure to convert
OR constraints into a conjunction of linear ones), and K=K- In. In simple words, we define
an m-dimensional vector & = h(Post/i — Pre/i) for each fault i € {1,...,q}. The first constraint
means that provided that a sufficiently large number of faults occur interleaved with o, then
transition ¢; is enabled in the faulty net system. The second and third constraint in (4) are
redundant if z;;, = 1 while they impose that ¢; = h(Postfi — Prefi) if zin = 0. The forth
constraint means that we have I'; constraints of the previous form for each fault class 7. The
fifth constraint specifies that z; 5 are binary variables, while ¢; are integer vectors. Finally the
sixth constraint imposes that at least one fault has to occur to enable ¢; after o.

We conclude this section by noting that it may happen that the set of constraints (4) is infeasible.
This obviously means that the values of the I';’s have not been selected sufficiently large, since,
as already discussed earlier, the identification problem always has a solution.

4.4 Analysis of number of constraints and unknowns in the linear set (4)

Let n be the cardinality of T, k the length of the longest string in [,5, and v, for r =0,...,k,
the number of strings in £f \ £ of length r.

Then the nonlinear constraint set (3) contains

2Note that a tradeoff should be made when choosing I';: a large value of I'; makes the linearization less
restrictive but results in higher computational complexity. We assume here that a tentative value of I'; is initially
taken, and it is then increased if the resulting set of linear constraints is infeasible.
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k
o m Z v, constraints of type (a),

r=1

e 2.m - q constraints of type (b).

When linearized, the number of constraints (a) becomes equal to

q k
m- <2+22Fi+2q> D v
r=1

i=1

The total number of unknowns in the nonlinear set is equal to

k k
Unid = 2mg+q- Y vetmg=3mg+q-» vy,

r=1 r=1

where the right-side terms in the first equality are due, respectively, to the number of pre— and
post—incidence arcs for all fault transitions f; with ¢ = 1,..., ¢, the integer variables O‘fr, ;in (a),
and the binary variables z}c in (b),withi=1,...,¢gand k=1,...,m.

The total number of unknowns in the linearized set is

q k
ULia = 2mgq+ ((m + 1)g + Z Fi) . Z v +mgq.
r=1

i=1
The total number of unknowns in the nonlinear set in the worst case is

Unlidyax < 3Mq+q - 25:1 n" = O(mq + qn),

and, considering I' = max(T;), for all i = 1,...,¢, the total number of unknowns in the linear
set in the worst case is

Ulidyax < 3mg+ ((m+1)g + ql) - fo:l n" = O(((m+1)q + qI') - nF),

i.e., this problem has exponential complexity with respect to k.

5 Fault synthesis

In this section we focus on Problem 3.4. The proposed solution is based on a linear algebraic
characterization of the set of possible solutions of the synthesis problem that can be seen as an
extension of the results in Section 4. Indeed in this case we assume to have complete knowledge
of the language of the faulty system at least for observable words of length less than or equal

to a given integer k, thus we need to consider not only examples but also counterexamples.
Assumptions (A1l)-(A3) still hold.

13



5.1 Preliminary characterization

Definition 5.1 Let L be the prefiz-closed language of the fault-free net system, and E? be the
prefiz-closed observed language of the faulty net system we want to identify.

In addition to the sets in equation (1), we define the set
'DF = {(U,tj) ’ o c Ef—l? tj eT, th Qﬁg} (5)
|

In simple words, D includes all couples (0,tj) where o is the projection of a string in the
language of the faulty net system on the set of observable transitions 7', with length at most
equal to k — 1, and ¢; is a transition in 7" such that ot; does not belong to the projection of the
language of the faulty net system on the set of observable transitions 7.

Definition 5.2 Let (0,t;) be a pair in DF. We define Y, as the set of the minimum firing
vectors of fault transitions necessary to enable o:

Y, = {9, e N? | n(Py(ct)) =7, A BT < Fy, where 7(Py(cF)) =7, and o € P,7(0)}. (6)
]

The characterization given in Proposition 4.2 still holds. Let us now give a characterization for
the set DF.

Proposition 5.3 Under assumption (A3) the faulty net (N¥', M) disables a transition tj after
all sequences o € P,~Y(0) that are enabled at My, iff 3, € Yo such that ¥ Yy € N9, with
YM = Vg, it holds
q
Mo+ C-7(o) + Y _yu(i) - (Postli — Prefi) # Pre(-,t;). (7)
i=1

Proof. Let us show the if part. As well known, a transition ¢ is not enabled at a marking
M’ € R(N, My) iff M" # Pre(-,t).

Now, if ¢; is not enabled after the firing of all sequences o' € P,7Yo) at My, then V 75 =
7(Py(c")) it should be

Mo+ C (o) + 30 A (i) - (Postli — Preli) # Pre(-t;),

or, equivalently, equation (7) should be verified for all ¥5; > 7,, where the set of ¥, is defined
as in equation (6).

Let us now prove the only if part. Since the unobservable subnet is acyclic, the state equation
gives conditions that are necessary and sufficient for the reachability (and for non-reachability
as well) [19]. Thus, if equation (7) is satisfied for all ¥5; € N9, with Yy > 75, then it means that
any marking M such that Mo[oF') M satisfies M # Pre(-,t;). O
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5.2 IPP formulation
Proposition 5.4 Let us consider Problem 3./ under assumptions (A1)-(A3), and let

m q
(PTEF POStF = ZZ |:bs zPTe psa )+ CS,iPOStfi(psa )
s=11i=1

be a given linear performance index, where by ;, cs; € RS‘, s=1,....m,i=1,...,q.

A solution that minimizes g(Pre!f, Post™) can be computed by solving the following nonlinear
(IPP)

min g(Prel’, Post!)
{ s.t.  GV(EF DF) holds for the given My
where L
gsyn(5F7DF) L

~KSf' + Mo+ C - (o)
+ZZ L (i) - (Postfi — Prefi) — Pre(-,t;) < —1,,
178l <m-1, Vie{l,....q}

Sl e {0, 1™ Vie{l,...,q}

V(J,tj) S 'bF

yar € N9

where G4(EF) is defined as in (3) and K (as usual) is a very large constant [}].

Proof: We already proved in Proposition 4.3 that, under assumptions (A1)-(A3), the net system
(NT', My) satisfies Ppr(L(NT, My)) 2 LI if and only if the set of algebraic constraints in (3)
holds.

Thus, we only need to prove that, under assumptions (A1) and (A2), the net system (N, My)
satisfies P, . (L(NT, My)) C LE if and only if the set of algebraic constraints in (9) holds. To do
this, we need to show that constraints (c) disable all those sequences of length less than or equal
to k that do not belong to Ef.

Constraints (c) are the disabling constraints relative to those sequences that are not enabled even
if a fault transition occurs. They follow from Proposition 5.8 and their equivalence to constraints

Mo+ C (o) + 30 v (i) - (Postfi — Prefi) # Pre(-,t;)
V(O’, tj) S ’DF
V’?M € N¢

can be proved as follows.
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We first observe that, if t; is not enabled at Mo+ C - (o) + > %, yam (i) - (Post/i — Preli), then
there exists at least one place p € P such that

Mo(p) + C(p,-) - 7(0) + X0, var (@) - (Postfi(p,-) — Prefi(p,-)) < Pre(p,t;) — 1. (10)

This holds for all p such that ngj (p) = 0, where ngj 15 a binary vector having as many entries

as the number of places of the net. Having TTS({fj < m — 1 this tmplies that this occurs for at
least one place p € P. Note that the set of constraints (c) disable the sequence otj even when all
fault transitions f; with i € {1,...,q} fire var(i) times. For this reason the binary vector S(J:ftj
has the upper indez f;.

Finally, we observe that assuming Yy € N2 in (¢) rather than Yy > s (see equation (7)),
introduces no spurious markings. In fact, by definition of Y, constraints (c) are redundant for
all ypr(i) € [0,75(4)), with i € {1,...,q}. O

Two remarks need to be made concerning the above IPP formulation.

e It is reasonable to assume that in several real applications it is known a priori that a fault
that may affect a given subnet, has no effect on some parts of the net. In such a case it is
sufficient to impose that some entries in the Pref and Post! matrices are null, thus also

reducing the number of unknowns.

e The second remark concerns the performance index g(Pre!”, Post") that assigns different
weights to arcs. In particular, a high weight associated with a given arc is equivalent to
assuming a low probability of having such an arc in the faulty system. On the contrary,
small weights are associated with those arcs that are more likely to appear in the faulty
system, e.g., on the basis of some a priori information on the considered system and/or
some considerations on its layout. As a particular case, we may look for a solution that
assumes a small number of additional fault transitions. In such a case, we can assign a
unitary weight to all entries in the first column of matrices Pref’ and Post!. Then, we can
assign a weight equal to a given o > 1 to all entries in the second column of such matrices.
The weight assigned to arcs in the third column can be taken equal to a? and so on.

5.3 Constraints linearization

The set of constraints (9) that are necessary to characterize the set of admissible solutions are
nonlinear (see constraints (a) and (c)). In Subsection 4.3 we already presented a way to linearize
constraints (a). In this subsection, we present a way to remove the nonlinearity of the disabling

constraints.

In this case the nonlinearity can also be removed by assigning to each fault transition f; an upper
bound I'; on the number of times the fault transition f; may fire. This upper bound I'; is the
same as the one used to linearize constraints (a) in Subsection 4.3. Constraint (c) for the generic
couple (o,t;) € DF can be translated into an AND constraint that can be written as follows in
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terms of linear constraints:

—KS(J;fj + Mo+ C (o) + 39, \i - (Postfi — Prefi) — Pre(-,t;) < =1, (12)
T TS({fj <m-1

where )\; is a natural number that can take values from 0 to I';, i.e., A; =0,1,...,[';. Note that
we have to write II_; (I'; + 1) — 1 constraints of the form (12) where we consider all possible
combinations of values of \;, except for the one where all \;’s are equal to zero.

An important remark needs to be made concerning the linearization of the disabling constraints.
Indeed it may happen that a solution to the linerarized set of constraints is found for a given
set of I';’s. However, if there exists some fault f; that may actually fire a number of times larger
than I';, it may occur that the resulting net system violates some of the disabling constraints,
i.e., the net obtained solving the linearized set of constraints violates the nonlinear constraints.
To be sure that disabling constraints are satisfied we need to limit the number of times a fault
transition can fire. Thus, once the linearization is performed and the upper bound on the number
of firings each fault transition may fire to satisfy the enabling and disabling constraints is known,
an input place to each fault transition should be added having as initial marking the upper bound
associated to the fault transition.

5.4 Complexity of the synthesis procedure

Since the set of constraints (9) is a superset of the set of constraints (3) and for such a set we
have already computed the number of constraints and unknowns in Subsection 4.4, we just need
to evaluate the number of constraints and unknowns coming from constraints (c) in (9).

Let n be the cardinality of T, k the length of the longest string in £}, and v, (v, resp.), for
r=0,...,k, the number of strings in £ \ £ (LL, resp.) of length r.

Then the number of nonlinear constraints (c) in (9) is equal to

(m+1) S (- = v).

=
—

\3
Il
o

The way to see this is as follows. The faulty language Ef contains a certain number v, of strings
of length r. The number of strings of length r+1 that have to be disabled is equal to the number
of strings of length r in EkF multiplied by the number of transitions n minus the number of strings
of length 7 + 1 in ££. Since for each string we have m + 1 disabling constraints (c) (where m is
the number of places of the Petri net), the total number of constraints is as given above.

When linearized, the number of constraints (c¢) becomes equal to

e
—_

(m -G [T+ 1) =1 +1) Y (01— V).

\3
Il
o
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The total number of unknowns in the nonlinear IPP (9) is
Unl—syn — Unl—id +qu V - V )

= 3mq+gq- Zl/r+qu vy —Vi1)s

where the last term of the right-side terms is due to the binary vectors ST with i = 1,...,q.

0']7

The total number of unknowns in the linear IPP is

k—1
Ul—syn = Ul—id + mQ'nglr’i' Z(n : V1/" - V1/"+1)
=0
r . B
= 3mg+ ((m+1Dg+ Y To)- > vr+mg-T Ti- Y (n-v —vy).
i=1

Note that for given values of k£ and n, it is possible to find a worst case bound for p = Zf;é (n

v, —v)1). In fact, it holds:

T

k—

p = (n- vy —vig)
=0

= n-vy+(n-1) (Zl/;)—y,’c
= n+(n-1) (Zu;)—u,’c.

This expression is maximized if we assume v, = 0 while all other v, take the largest possible

—_

<

value, i.e., v, = n". Hence, we have
p<n+n—1)-(n+ -+n*1)=nk
so that the total number of unknowns in the nonlinear IPP in the worst case is
Unksymax < 3ma+q- S5 07+ qm - nk = O(m q nb),

and, considering I' = max(T;), for all i = 1,...,q, the total number of unknowns in the linear
IPP in the worst case is

k

Ulsyny; < 3Mq + ((Mm+1)g + q()) - Dopegn 4+ mql'? - nF = O(m q I'? nk’),

i.e., this problem has exponential complexity with respect to ¢ and k.
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5.5 Numerical examples

In this section we present two examples. First, we provide an example to better explain the pro-
posed procedure, then we discuss the problem of acyclicity and the necessity of Assumption (A3).

Example 5.5 Let us consider the net in Fig. 3(a) that models a simple manufacturing system.
The complexity of the example is limited on purpose to clearly illustrate the procedure and to
show how physical information on the system layout can be easily taken into account to obtain a
realistic faulty model.

Place p1 models a buffer containing parts that have not been correctly assembled. Such parts need
to be first disassembled and this corresponds to the firing of transition t1. As a result of the
disassembly process, 4 parts of type A, 1 part of type B and 1 part of type C are obtained. Such
parts are put in a new buffer where a machine process them before being assembled again. In
particular, such operations on parts of type A (B and C, respectively) are modeled by place po
(p3 and py, respectively), while the assembly operation corresponds to the firing of transition to.
At this point, parts are put in a buffer (place ps) and a final operation, e.g., cleaning or painting,
is performed, modeled by transition ts.

Assuming as in Fig. 3(a) that only one part is initially present in the first buffer, the language
representing the reqular behavior of the system is L = {e,t1, t1te, t1tats}.

Now, let L’f = {e,t1, t1ta, titats, titata, titatata}, i.e., sequences titata and titatats also be-
come ﬁmble. We have € = {(E,tl), (tl,tg), (tltg,tg)}, SF = {(E,tl), (tl,t2>, (tltg,tg), (tltg,tg),
(tthtQ,tQ)}, gF = {(tltg,tg), (tltgtz,tg)} and '[DF = {(E,tg), (E,tg), (tl,tl),(tl,tg), (tltz,tl),
(titata, t1), (t1tata, t3)}.

If we look for a solution that only assumes the presence of one fault transition and that minimizes
the arc weights associated with the fault transition, we obviously get the solution where [ is a
transition with no input places, one output arc to ps and one output arc to py. However, such
a solution has clearly no physical meaning, since we cannot assume infinite capacity buffers
connected to places ps and p4.

If we impose that at least one input place to f exists, e.q., given

Pret” = [Pref(py, f) ... Pref(ps, /)"

we impose that 3.°_, Pref (p;, f) > 1, we get the solution in Fig. 3(b).

Note however, that such a solution may also not be realistic because it implies that from one part
coming from pa we get two parts, one in p3 and one in py. To avoid this we can impose the
additional constraint: S 0_, Pref (p;, f) = S22 Post (pi, f). In such a case we get the solution
in Fig. 3(c) where the weight of the input arc to f is set equal to 2.

If the same problem is solved assuming two fault transitions the net in Fig. 3(b) is still a solution.
Another possible solution is the faulty net system in Fig. 3(d) that is probably the most realistic
solution if we assume that operations on parts of type A, B and C are performed on adjacent
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Figure 3: (a) The fault-free net system, and (b), (c) and (d) three different faulty net systems.
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Figure 4: (a) The fault-free net system of Example 5.6, (b) the faulty net system where ¢¢ is not
loop-free, (c) the equivalent net of the one represented in (b).

lines, so it is unlikely that one part (and even more two) are dropped from the first to the third
line. Also such a constraint can be easily imposed using: Pre®’ (ps, fo) = 0. Note that the solution
shown in Fig. 3(d) can be obtained only imposing I'y > 2 and Uy > 1; in fact, with the net system
in Fig. 3(d), transition f1 has to fire twice to satisfy the set of constraints (9) with EF and DF
defined above. |

Example 5.6 Let us consider the net in Fig. 4(a) and the two languages L3 = {e,t1,t1t1,t1t1t2}
and Eg = {e,t1,t1t1, t1to, t1t1ta, t1tat1}. Assume that we want to synthesize the Petri net system
that minimizes the arc weights associated with the fault transition. Assume that the problem is
solved assuming only one fault transition ty. This requires the solution of a linearized IPP of the
fNO’I“m (9) where 8 = {(é,tl), (t1~, tl), (tltl,tg)}, EF = {(€,t1), (tl,tl), (tl,tg), (tltl,tg), (tltg, tl)},
EF = {(t1,t2), (tita, t1)}, and DI = {(e,t2), (t1t1,t1), (t1ta, t2)}.

We note that a solution for these two languages exists and is represented by the faulty net system
in Fig. 4(b), but if we apply the identification procedure proposed we obtain no integer solution
even if the constraints relative to the acyclicity of the fault transition, i.e., the constraints (b) in
(3), are removed. Since our constraints are based on the incidence matriz, the two nets shown
in Fig. 4(b) and Fig. 4(c) are equivalent as far as our procedure is concerned. The problem is
that for the net in Fig. 4(c) the disabling constraint on the couple (e,t2) is not verified, since
transition ta can be enabled at My after ty has fired twice. |

6 Conclusions and future work

We presented the problem of identification and synthesis of the faulty model of a Petri net whose
nominal behavior is known. We started from our previous results where, given the language
of a Petri net system, we identify the Petri net structure and its initial marking by solving an
integer programming problem. We assume that the fault-free system is known and we want to
identify the structure of the faulty part of the system, specifically the additional transitions that
comprise the faulty behavior are unobservable. We addressed both the identification and the
synthesis problem.
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There is a number of future directions of our research in this topic. First, we would like to study

how the computational complexity can be reduced when considering particular net structures.

Second, we plan to apply this procedure to some real application examples, possibly depending

on some parameters. Then, we plan to investigate the possibility of having a bound on the

number of times a fault can occur in the cost criterion. Moreover, we plan to generalize the

approach considering the case of some silent transitions in the nominal model. Finally, we plan

to consider the case where the faulty net includes additional places and transitions.
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