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This document contain a short introduction to the semingr@gch to the diagnosis of au-
tomata developed by Lafortune and coworkers [2]. A more gelmgnsive presentation of the
approach can be found in [1].

1 The plant model

The system to be diagnosed is modeled as a DFA. Since we amtem@sted in the set of final
states, we will denote such an automaton(by= (X, F,d, ). The behavior of the system is
described by the prefix-closed languagg~) generated by.

The DFAG models both the normal and the faulty behavior. Its alphehetbe partitioned as
F =FE,U E,, where:

e F,: is the set obbservable events

e F,,: isthe set oluinobservable event3he set of unobservable events can be further parti-
tioned asty,, = £y U E,.4, Where

— E is the set ofault event$ ;

— E,4 Is the set ofegular eventshat, although not observable, do not describe a faulty
behavior.

In the rest of the chapter the following assumptions hold.

(A1) The DFAG does not contain dead states.

(A2) The DFAG does not contain cycles of unobservable events.

Assumption (Al) is made for the sake of simplicity. On the tcary, assumption (A2) is
necessary and ensures that the sysfermoes not generate sequences of unobservable events
whose length can be infinite.

'The set of fault events may also partitioned inicdisjoint subsets that represent different of fault clasggs=
Ef1UEf2U...UEy,. However, in the rest of this section we will consider a sirfgldt class for sake of simplicity.



Figure 1: A DFAG with set of observable evenis, = {a,b, c}, set of unobservable regular
eventst,., = {1} and set of unobservable fault everfits., = {c}.

Example 1 Consider the automaton in Figure 1. The set of observableteveFE, = {a,b, c}
while the set of unobservable eventshis, = {c1,<7}. In particular the set of regular events is
E,¢q = {e1} and the set of fault events Is.., = {¢;}. The automaton satisfies both Assumption
Al and A2. o

Let us define the projection operator on the set of obsenatdats.

Definition 1 Given a DFAG with alphabett = E, U E,,, theprojection operatoron the set of
observable events is denoted By E* — E’ and is defined as
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Theinverse projection operatdrwith codomain inL(G) is denoted byP~! : E* — 2L()
and is defined as
P~ (w) = {s € L(G) | P(s) = w}.

A

Thus, the projection operator P simply “erases” the unoladde events in a string, while the
inverse projection associates to a sequenocéobservable events the set of strings in the language
of G whose projection is. In the rest of this section we will denote By= £* a string of events
generated by the DFA and by € E; an observed word, i.e., the observable projection of a
generated string.

Assume that a DFA, starting from the initial state, generaestrings € E* thus reaching
a new stater = §*(x¢, s). Due to the projection mask, an external agent observes @ ot
P(s) € E?, as shown in Figure 2. In general however the external agagtnot be able to detect
the exact string that has produced this observation or thetesxate that has been reached.

Definition 2 Given a DFAG = (X, E, ¢, z() with alphabett’ = E,UE,,,, for each wordv € E
we define:

2properly speaking we should denote this operatoPpyG) but the subscript will be omitted to avoid a cumber-
some notation.
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Figure 2: Observation of a DFA through a projection mask.

e S(w) = P~1(w) C L(G) the set ofstrings consistent with observatian, i.e., the set of
strings in the language @f that produce the observatiamn

o X(w)={zxreX|(IseSw))d(xo,s) =z} the set obtates consistent with observation
w, i.e., the set of states in whicki may be afterw has been observed. A

Example 2 Consider the automaton in Figure 1 where the set of observalgnts isk, =

{a,b,c}.
Assume wordb is observed. Two different evolutions may have producesldbiservation:

b €1 b
Trog —>IT1 —> o — I
b €1 b €1
rg —> 1 —> Ty —> T1 — X

Hence for this observation the set of consistent string&#%) = {be1b, be1be; } while the set of
consistent states i¥(bb) = {zg, z1}.

Consider worthe € E?. Since no string generated by the plant can produces thes\aifon
it holdsS(bc) = X (bc) = 0. o

An additional notation we will use if the following.

Definition 3 Given a strings € F, thesupportof s is
ls]| ={e€ E|ls|. >0} € E,
and consists of the set of events that appear at least onige §tring. A

Example 3 Consider again the automaton in Figure 1 whose alphabgt is {a,b,c,c1,e¢}.
The support of string = acfac € E*is||s|| = {a,c,e¢}. o

2 Diagnosis

In a fault diagnosis problem we want to determine, based @oltiserved woray € E7, if a fault
has occurred, i.e., if a transition labeled with a symbaktinhas fired. This leads to the definition
a diagnosis problem.

Problem 1 Given a DFAG with alphabett) = E, U E,, and set of fault event&y C E,,
and given an observed word € E7, the diagnosis problentonsists in determining if a fault
has occurred, i.e., if an evolution containing a transitisith a label in £y has produced the
observationuw.

Solving a diagnosis problem requires constructing a disigrfonction.



Definition 4 Given a DFAG with alphabett) = E, U E,, and set of fault event&; C E,,, a
diagnosis function

p:E; = {N,F,U}

associates to each observed word £} a diagnosis state(w) € {N, F, U} as follows.

e o(w) = N (no fault): if for all s € P~1(w) it holds||s|| N E¢ = 0. In such a case no string
s consistent with the observed wondcontains a fault event, hence no fault has occurred.

e o(w) = F (fault): if forall s € P~!(w) it holds||s|| N E; # 0. In such a case all strings
s consistent with the observed word contain a fault event, hence a fault has certainly

occurred.

e o(w) = U (uncertain): if there exist’,s” € P~!(w) such that||s'|| N E; = 0 and
||s"[|NE¢ # 0. In such a case there exists two strisjands” consistent with the observed
wordw, one containing a fault event and one not containing a faefte Hence a fault may
or may not have occurred. A

We remarks that when different fault classes;, £y o, . . ., Ey, are given, one wants to diagnose
separately each classletermining if a fault in this class has occurred, i.e., ifamsition labeled
with a symbol inEy ; has fired. This can be done solvingliagnosis problems, i.e., constructing
r diagnosis functions;, fori = 1,2, ..., r. However, this case will not be discussed.

Example 4 Consider the automaton in Figure 1 where the set of observalgnts isk, =
{a,b,c} and the set of fault events i5,., = {c;}. The diagnosis function for this DFA is
partially described in the following table where we havendisted for each observed wotdthe
set of consistent stringS(w) and the set of consistent stat&sw).

(w] Sw=P"w [ ¥w) [ew)]

€ € {zo} N
{a,ass } {zo,z2} | U

b {b, b<€1 } {ZC(),J:‘l} N
F

aa | {acya, acracy } | {xo, w2}

<&

A more interesting way of representing a diagnosis fundsdsy means of aiagnoseri.e., a
DFA on the alphabet of observable events.

Definition 5 A diagnoserfor DFA G = (X, E, §, z¢) with alphabetF = E, U E,, and set of
fault eventsti; C F,,, is a DFA

Diag(G) = (Y, Ey, 6y, %0)
on alphabett, such that
o Y C 2XX{N.F} j e, each state of the diagnoser is a set of pairs
y={(z1,m), (x2,7%2), s (Tks k) }

wherex; € X and~; € {N, F}, fori=1,2,... k.

4
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Figure 3: Diagnoser automatdmiag(G) for the DFAG in Figure 1.

e 4, (Yo, w) =y, if and only if

yw = {(@,N) [ (3s € S(w)) 6" (x0,5) =z, |lsl]| N Ef = 0}
U{(z, F) | (3s € S(w)) 6" (w0, 5) = x, [|s|| U Ey # 0},

i.e., in Diag(G) starting fromy, word w yields a statey,, containing:

(a) all pairs(z, N) wherex can be reached i&¢ executing a string consistent withthat
does not contain a fault event;

(b) all pairs(z, F') wherex can be reached i@ executing a string consistent withthat
contains a fault event.

To each statg = {(x1,71), (2,72), - .. (zk,7%)} of Diag(G) we associate a diagnosis value
©(y) such that:

e ©(y) = N (no fault state): ify; = N foralli =1,2,...,k;
e o(y) = F (fault state): ify; = F foralli =1,2,... k;

e ¢(y) = U (uncertain state): if there exigtj € {1,2,...,k} such that; = N andy; = F.
A

Thus a diagnoser allows one to associate to each observé&dwegodiagnosis state(w) = ¢ ()
wherey,, = 4, (yo,w) is the state reached iRiag(G) by executing wordv. Furthermore, the
diagnoser also contains the information on the set of staimsistent withw, becauset' (w) =

{37 eX | Yw = 5;(]./0,10), (3777) € yw}-

Example5 Consider the plant in Figure 1 where the set of observablateve £, = {a,b, c}
and the set of fault events Is; = {¢}. The diagnoser for this DFA is shown in Figure 3, where
we have labeled each stajeof Diag(G) with its corresponding diagnosis valygy) in square
brackets. o



A formal algorithm for constructing the diagnoser of a pléhts now given. This algorithm
is similar to the algorithm used to compute the observer ofA K (i.e., the DFA equivalent to
(7). However, we now need to keep track not only of the possiiglies in which the plant can be
but whether these states can be reached with or without rfaglt transition.

Algorithm 1 Construction of a diagnoser.
Input: ADFA G = (X, E,§,20) With £ = E, U Eyy = E, U Epeg U Ef
Output: A DiagnoserDiag(G) = (Y, E,, 0y, yo) With L(Diag(G)) = P(L(G)).

1. For all statesr € X of G compute the set
Dyeg(z) ={z € X | (3s € E},;) 0"(x,s) =7)}

containing all states reachable framexecuting a (possibly empty) sequence of regular
unobservable transitions and the set

Dy(a) = {z € X | (3s € B}y \ EL,,) " (2,5) = &}

containing all states reachable franexecuting a sequence of unobservable transitions that
contain at least one fault. Note that by definitione D,.4(x). Also note that it may
happen thaD,.,(z) N D¢(x) # 0, since a stateé may be reachable fromby two different
sequence of unobservable transitions, one that does nigtic@fault, and one that contains

a fault.

2. Let
yo ={(@,N) [ @ € Dyeg(wo)} U{(x,F) | x € Dy(x0)},

i.e., the initial state oDiag(G) is a set of pairgz, ) where:

e v = N (no fault) if x is reachable fromxy executing a sequence of unobservable
transitions that does not contain a fault;

e ~ = F (fault) if x is reachable fronx, executing a sequence of unobservable transi-
tions that contains a fault.

3. LetY = @ andYnew = {yO}

(At the end of the algorithri will contain all states oDiag(G), while the set’,.,, contains
at each step the states bfiag(G) still to be explored.)

4. Select a statg € Y-
(a) Forall e € E,:
i. Define the sets:
a(y,e) ={(@",7) | (z,7) € y,2" = d(z,e)}

and
Bily,e) = {(@",N) | (z/,N) € a(y,e), 2" € Dyeg(a')},
Bo(y,e) ={(@", F) | (2',N) € a(y,e),2” € Dy(a")},
Bs(y,e) = {(@", F) | (z, F) € a(y,e), 2" € Dyeg(a’) U Dy(a')}.
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Figure 4: The computation of a new stgte= §, (y, e) of the diagnoser in step 4.(a) of Algoritm 1.

e Seta(y,e) contains the pairéz’, v) such that, with(z,v) € y ande € F,
statez’ is reachable irf7 from stater executing exactly one-transition.

e Setf(y, e) contains the pair&”, N) such that, withz', N) € a(y, ), state
2" is reachable iri7 from stater’ executing a sequence of regular transitions.
In fact, if 2’ is reachable without a fault, such is alst

e Setfy(y,e) contains the pairgz”, F') such that, with(z’, N) € a(y,e),
statez” is reachable i from stater’ executing a sequence of unobservable
transitions that contains a fault. In this case, eveti i reachable without a
fault, stater” can be reached with a fault.

e Setf5(y, e) contains the pairgz”, F) such that, with(2/, F') € a(y,e),
statez” is reachable iz from stater’ executing a sequence of unobservable
transitions. In this case, sineéis reachable with a fault, such is als6.

ii. Lety = Bi(y,e) U Ba(y,e) U B3y, e) and definedy (y,e) = ¢/'. i.e., the occur-
rence of event from statey of Diag(G) yieldsy'.
iii. If Y €Y UVYewthenYiew = Yaew U{y'}.

(b) LetY =Y U{y} andY,co, = Yoew \ {y}-
5. If Yyew # 0 then goto4. [ |

In Figure 4 a graphical description of the sets computedeip 4t(a) of the algorithm is shown.

We conclude with the following remark.

Proposition 1 Given a plantG with state setX of cardinality n,, let Diag(G) be its diagnoser
with state set” of cardinalityn,,. It holdsn, < 22"=.

Proof. Each state iy is a non empty subset of elements in theZet (X x{N})U(X x{F'})
of cardinality2n,.. The number of possible subsetsbfncluding the empty set ig?"=. O



3 Diagnosability
Let us now define a fundamental property relative to faultyddsis.

Definition 6 A DFA G with alphabett) = £, U E,, and set of fault event'y C E,, is diagnos-
ableif for all stringsue; € L(G) such thate; € E; there exists a non negative integerc N
such that

s=uepv € L(G), p| >n = As' € L(G)N(E\ Ef)* such thatP(s) = P(s).
A

This property can also be expressed as follows. Assumeltbgilant can generate a stringy
that contains a fault and the evolution continues. Afterigefinumber of stepa (that may depend
onuey), when the new observed wordsis= ue v there exists no other stringin the language of
the plant that contains no fault and generates the samevaliserofs. This ensures that whenever
a fault event occurs, after a finite number of steps we will detect its ommoe because we will
observe a word that is not consistent with any fault freegtri

Problem 2 Given a DFAG with alphabett = E, U E,, and set of fault evenk; C E,,, the
diagnosability problenconsists in determining @ is diagnosable.

We will show that the diagnoser, that provides a solutiorh®diagnosis problem, can also
be a useful tool to solve the diagnosability problem. Finstyever, we need to introduce some
definitions.

Definition 7 Given a diagnoseDiag(G), a cycle
el €2 €k
Yjir = Yjo = Yjs Yj, — Yi
is called aruncertain cyclef all its states are uncertain, i.ex(y;,) = U fori=1,2,... k. A

As a preliminary result, we can now state a sufficient coodifor diagnosability.

Proposition 2 A DFAG is diagnosable if its diagnoser does not contain uncertgiies.
Proof. Assume the DFA is not diagnosable. Then the following siturainust occur:

o the DFA can generate a string= ue ; containing faulte ;

e string s can be extended for an arbitrary length generating wegds: ucfejes . .. e for
kE>1

e there exists a fault free string, € (E \ Ey)* such thatP(s;) = P(s),) for k > 1.

This means that in the diagnoser the observed word P(s) yields an uncertain statg, and
from that state, a& grows, there exists words, = P(s;) of unbounded length (by Assumption
A2) that will always yield an uncertain state. Since the nantf states of the diagnoser is finite,
this is only possible if there exists a cycle of uncertairesta O



Example 6 Consider again the DFA in Figure 1 whose diagnoser was showigure 3. One can
see that there exist in this diagnoser the 6 elementarysgtiewn below (we have also reported
the diagnosis state of each state along the cycle for a hettirstanding):

c a b b a
y1 [U] — y3 [N] — v [U] ys [N] — y3 [V] y2 [F] — ya [F] — y2 [F]
c a a b
Y2 [F] — ya [F] — y2 [F] y2 [F] — y2 [F] Ya [F] — ya [F]
None of these cycles is uncertain, hence we conclude th@FAas diagnosable. o

Next example shows that this sufficient condition for disgatality is not necessary however.

Example 7 Consider the DFA in Figure 5 (left) where the set of obsewavents ig, = {a, b},
the set of regular events is empty and the set of fault event& i= {c;}. The diagnoser for
this DFA is shown in Figure 5 (right). One can see that theist®in the diagnoser a cycle of
uncertain states

y1 [U] 2 o [U] -2 41 [U]

However one can easily verify that this DFA is diagnosable sfiow this, let us observe that
two different type of faulty sequences may occur.

e Faulty sequences starting withb)*s;. In this case, after the fault the system reaches
statexs and in just two steps, when the sequemeeoccurs, the observed word is=
(ab)*aa. SinceP~1(s) = {(ab)*caa} there exists no fault free string consistent with
this observation and that fault occurrence is detected.

e Faulty sequences starting withb)*ae;. In this case, after the fault the system reaches
statexs and in just two steps, when the sequeméeoccurs, the observed word is =
(ab)*abb. SinceP~1(s) = {(ab)*ae ;bb} there exists no fault free string consistent with
this observation and that fault occurrence is detected.

Hence the presence of an uncertain cycle in the diagnosesrriianecessarily mean that we can
have an observation of unbounded lengtter the faultthat is consistent with both fault free and
faulty strings. o

To derive a necessary and sufficient condition for diagnitisalve introduce an additional
concept.

Definition 8 (Refined sequence associated to an uncertain dgf Given a diagnosebDiag(G),
consider an uncertain cycle

€1 e e3 €r—1 ek
uc = Yj, ? Yja ” Yjs ? ” Yji, ? Yy -

Let y}l be therefined diagnoser statebtained fromy;, removing all non faulty pairgz, N).
A refined sequencassociated tac is a sequence of diagnoser states obtained by applying the
diagnoser construction fromf}l-1 for repeated occurrences of the string of events - - - ¢

1 e 1 e 1 €3 €k—1 1 €k . 2 €1 2 €2
Yo =7 Y =Y =7 T Y T Y T Yy T

It is not difficult to show that a refined sequence of diagnasates as defined above:

e either will reach a stateg;? = y}““ and hence can be continued indefinitely;

9
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Figure 5: The DFA in Example 7 (a) and its diagnoser (b).

e or will eventually halt, reaching a state without a successor.

Definition 9 (Undeterminate cycle) An uncertain cycle:c is called arundeterminate cycli its
refined sequence can be continued indefinitely. A

We can finally present the following result whose proof faiofrom [2].

Proposition 3 A DFA G is diagnosable if and only if its diagnosériag(G) does non contain
undeterminate cycles. [ |

Example 8 Consider again the DFA Figure 5 and studied in Example 7. We hleady pointed
out that there exists in the diagnoser a single uncertaile gymwn in Figure 6(a):

y1 [U] -2 2 [U] =% 1 [U]

wherey; = {(z1,N), (9, F), (z3, F) } and the cyclic sequenceta

To construct the refined sequence of diagnoser states, wéasta the refined diagnoser state
yt = {(x9, F), (3, F)} obtained fromy; removing the paifz;, N). We proceed to construct the
refined sequence by repeated occurrences of sequence

After the occurrence of eventwe reach statgs = {(z3, F)} (see Figure 6(b)) from which
eventa cannot occur and the refined sequence halts. Hence the umigpeetain cycle of the
diagnoser is not undeterminate. We conclude that the syistdragnosable, as already discussed
in Example 7. o

Finally we present an example of a non diagnosable DFA.

Example 9 Consider the DFA in Figure 7(a) where the set of observabdatevist, = {a, b},
the set of regular events s.., = {¢1 } and the set of fault eventsIs; = {¢;}. The diagnoser for
this DFA is shown in Figure 7(b). One can see that there eixigtee diagnoser a single uncertain
cycle shown in Figure 8(a)

yo [U] -2 41 [U] -2 o [U]

10
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Figure 6: Uncertain cycle (a) and refined sequence (b) in pla
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Figure 7: The DFA in Example 9 (a) and its diagnoser (b).

whereyy = {(zo, N), (3, F')} and the cyclic sequence i$.

To construct the refined sequence of diagnoser states, wersta the refined statgl =
{(z3, F')} obtained fromy, removing the paifz,, N). We proceed to construct the refined se-
guence by repeated occurrences of sequehce

After the occurrence of event we reach state; = {(x3, F')} from which the occurrence
of eventb yieldsy2 = {(z3, F)} (see Figure 8(b)). Sincg, = y3 the refined sequence can be
continued indefinitely. Hence the unique uncertain cycléhefdiagnoser is undeterminate. We
conclude that the system is not diagnosable.

Note in fact that the two strings;(ab)* and (ae,b)* produce the same observation. This
means that if stringf(ab)k‘ is generated by the system, after the fault we will have aemason
of unbounded length that always produces an uncertain d&gsatate and does not allow to detect
the occurrence of the fault. o
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