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Abstract: This paper introduces the use of a hybrid modelling and simulation approach for
the analysis of safety issues in aircraft systems. Traditionally, safety analysis in aircraft
industry is performed without considering the system dynamics. In this paper the
dynamics of the aircraft components are modelled using Petri nets and differential
equations. Faults are incorporated in the model using probabilistic distributions functions.
The reliability of the system under fault is then estimated by simulation. The approach is
applied to the landing system of a military aircraft in order to compare two different
control strategies for detecting and processing faults. Copyright © 2006 IFAC
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1. INTRODUCTION

Safeness is one of the major concerns in the design
of aircraft systems. Most of the aircraft components
are provided with redundancy. The degree of
redundancy of each component depends on a number
of factors such as the kind and probability of fault,
per hour of flight. Usually, in order to estimate how
safe an aircraft system is, the probabilities of fault in
each one of the system components are combined in
a static approach using methods such as fault-tree
analysis. These methods derive the total probability
of fault in the system, which must be within pre-
defined limits. The maximum allowed probability of
fault depends on how the system deteriorates the
level of flight quality and how it affects the aircraft
operation and functionality (Stevens; Lewis, 1992).

An important limitation of the methods current under
usage in the aeronautic industry is that they do not
consider the system dynamics when analysing
safeness. When the aircraft behaviour is taken into
account, more precise and detailed information can
be obtained. Among the issues to be investigated are:
e How a component fault affects the aircraft
system behaviour?

e How does it influence the probability of fault in
other components?

e How to estimate the probability of critical
scenarios that combine a set of component
faults?

e How does
behaviour?

e How to estimate the probability of a wrong
diagnostic and its consequences?

redundancy affect the system

In this context, this paper proposes the use of hybrid
system modelling and simulation techniques for
analysing how the aircraft system dynamics may
affect or influence the occurrence, detection and
diagnosis of faults. The problem of fault modelling
has already been approached by a number of works
in many domains. However, most of them consider
the problem either from a discrete (Ait-Ameur et al,
2003; Lundqvist, Asplund, 2003) or continuous
(Matsuura et al, 2005) point of view. The use of
hybrid simulation for the analysis of aircraft safeness
is discussed in Pritchett et al (2000).

A hybrid approach is necessary when the system
under analysis mixes both continuous and discrete
behaviour (Alla, David, 2004). A number of aircraft
systems are typically classified as hybrid. They



incorporate continuous dynamics such as the
continuous positioning of surfaces or the pressure
evolution in a hydraulic system, as well as discrete
sequence of events, such as switching between
components in the case of fault, or executing the
command sequences for landing and take-off.

The hybrid modelling formalism considered in this
work is the Object-Oriented Differential Predicate
Transition nets (OO-DPT net). It combines Petri net
for the discrete part and differential equation systems
for the continuous one. The object-oriented paradigm
is incorporated in order to achieve modularity. The
problem of design and analysing aircraft systems
using DPT nets has already been presented before
(Villani, Miyagi, Valette, 2003). However, previous
works have assumed that the system is operating
under nominal conditions, i.e., without modelling
equipment redundancy and the possibility of fault
occurrences. In this paper, faults are incorporated
into the models by using probabilistic distribution
functions.

The landing system of a military aircraft is presented
as an example. Particularly, the approach is used to
compare two different control strategies that combine
the output of a set of redundant sensors in order to
detect fault and avoid dangerous states.

This paper is organized as following. Section 2
describes the proposed approach and the modelling
formalism. Section 3 describes the example and
Section 4 presents some conclusion.

2. THE APPROACH FOR SAFETY ANALYSIS
2.1 Overview

The proposed approach for safety analysis is divided
into the following steps: Stepl - System modelling,
Step 2 - Specification of safety requirements, Step 3
— Simulation.

The approach is illustrated in Section 3 using as an
example a landing system. Basically, in Step 1, the
behaviour of the system under analysis is modelled
using the OO-DPT net (presented in Section 2.2). For
this purpose the designers must specify the list of all
possible faults in each component. A fault may be a
discrete event, such as an ON/OFF sensor is blocked
in the OFF position. Or faults may also be a
continuous activity, such as a leakage in the
hydraulic system. In this case the fault is
characterized by a set of parameters associated to
continuous variables, such as the amount of the
leakage per time unit. In the OO-DPT nets faults are
modelled by probabilistic distribution functions,
which are explained in Section 2.2. The model built
in Step 1 must include not only the aircraft
components and equipment but also the automatic
control system. The strategies used for fault
detection, diagnostic and treatment are also modelled
as OO-DPT objects.

Step 2 consists of specifying the safety requirements.
The system designers must determine what the
critical situations are and how is the interaction with
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the pilot in the case fault. Particular emphasis must
be given to the analysis of situations that may result
in a wrong diagnostic made either by the automatic
control system or the pilot.

Finally, in Step 3 the critical situations are translated
into properties that the system must fulfil. An
example is to establish a maximum probability to be
in a critical state. The requirements are then analysed
using Monte Carlo simulation.

2.2 The OO-DPT net

The OO-DPT net is the modelling formalism adopted
in this work. It has been introduced in (Villani,
Miyagi, Valette, 2005) and it is based on the
incorporation of object-oriented (OO) concepts to the
Differential ~ Predicate-Transition  (DPT)  net,
proposed in (Champagnat et al, 1998). The OO
paradigm assures that an aircraft system can be
specified by combining the model of the system
components, such as sensors and actuators.

According to the definition of OO-DPT net, the

model of a system is composed of the a set of objects

organized in ‘n’ classes (C;, C,, ..., C,). Each class

C; is modelled by a DPT net, which defines an

interface between differential equation systems and

Petri net elements. Its main features are:

- Each object Oy ; of the class C; is represented by
a token or a set of tokens in the DPT net of C;.

- A set of variables (Xj) is associated with each
object of the class C;: they correspond to the
attributes of the class. They are divided in X, ;,
Xinti» Xpbi and Ximi. X are constant
parameters and do not change their value during
the object lifetime. Xj, ; are internal variables
and other objects cannot access their value. Xy, i
are public variables, other objects can read their
value. Xy, ; are image variables, they are public
variables of other objects that are read by O, ;.

- A differential equation system (Fj ;) is associated
with each place (pj ;): it defines the dynamic of a
sub-set of X; according to the time (0), when a
token of Oy is in p; ,.

- An enabling function (ej;) is associated with
each transition (t; ;): it triggers the firing of the
enabled transitions according to the value of X;.

- A junction function (j; ;) is associated with each
transition (tj ;): it defines the value x; associated
with the tokens of the output places of t; ; after
the transition firing.

The communication among objects can be discrete or
continuous. The continuous interactions are modelled
by sharing the continuous variables among objects
(e.g. Oy; and O,,). The value of the shared variables
is determined by one object (Oy,;), where it is defined
as a public variable (X, ;), and can be used in the
junction function, the equation systems or the
enabling function of another object (O,,), where it is
defined as an image variable (X ;). The discrete
interactions are method calls. Each class offers
methods that are associated with its transitions and
that can be requested by other classes. A method call
is modelled as the fusion of two transitions: the



transition t; ; of the class C; that offers the method
and the transition t, , of the class C, that calls the
method. The method call happens when both
transitions are enabled in their classes.

In order to model the occurrence of faults,
probabilistic behaviour must be introduced into the
OO-DPT net. The problem of modelling uncertainty
in hybrid system has already been approached in
many works of the literature (e.g. Pola et al. (2003)).
Among the formalisms that model the discrete
dynamics using Petri net is the Fluid Stochastic Petri
net (Horton et al, 1996) and Dynamically Coloured
Petri (Everdij, Blom, 2005). The introduction of
uncertainty into models that merge Petri net and
differential equation system is briefly approached in
(Khalfaoui, 2003) and is based on Generalized
Stochastic Petri net. In the proposed approach,
probabilistic behaviour is introduced in junction
functions. In this case, a probabilistic distribution
(PD) is used to define the value of a variable after the
firing of a transition. Each time the transition fires a
new value is attributed to the variable according to
the probabilistic distribution.

As an example, Figure 2 presents the OO-DPT net of
the class C; — Hydraulic Cylinder, which models the
behaviour of the cylinder illustrated in Figure 1.
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Figure 1. Hydraulic Cylinder.
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Junction functions
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F, ;- dx/d0 = v; dv/de = (A.P_- B.v+W)/M
~ dP/d6 =(Q_-Av-C..P).4PBIAL)
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~ dP/d6 = (Q, - Av-CL.P).4PB/(A.L)
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4.1

Figure 2. OO-DPT net of class C; — Hydraulic Cylinder.

The hydraulic cylinder can be completely extended
(p3_1) or retracted (p; ;), or can be extending (p, ;) or
retracting (p4 ;). When moving, the dynamics of the
cylinder is set according to a differential equation
system (F, ; and F4 ;) composed by 3 equations. The
time is represented as ‘0’. The first equation relates
the speed of the piston with its position. The second
equation is the balance of the forces acting on the
piston. The third equation is the balance of mass in
Chambers 1 and 2 and it includes the effects of the
fluid compressibility on the cylinder dynamics.

The class variables are:
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- X, v — position and speed of the piston (x=0
when the piston is completely retracted);

- QL — amount of fluid entering Chamber 1 and
leaving Chamber 2.

- R, E — auxiliary variables that indicate if the
piston is completely extended or retracted;

- Cg —leakage coefficient;

- P - difference between the pressure in Chamber
1 and that in Chamber 2;

- VpL —derivative of Py

- A, M - area and mass of the piston;

- B —damper coefficient;

- Fe — external force;

- L — maximum value of x;

- B —compressibility coefficient of the fluid,

The communication of the class C; - Hydraulic
Cylinder with other classes is made by sharing
variables R, E and Q,, and by reading variable P; and
VpL from the class C; — Electro-valve (presented in
Section 3).

The OO-DPT net of class C; models a fault as a
certain amount of hydraulic fluid leakage. The
pressure P, and a leakage coefficient Cg, which is set
according to the probabilistic distribution PD;,
determine the amount of leakage. The probabilistic
distribution combines the probability of having
different kinds of fault with the probability of having
a certain amount of leakage when a certain fault
occurs. A qualitative example of PD, is presented in
Figure 3. The low values of Cg are the normal
amount of leakage (when no fault occurs), the values
on the centre of the graphic are related to problems in
the cylinder seal, the high values of Cg are related to
structural faults such as cracks in the actuating
cylinder.

The next section presents the example considered in
this paper: the landing system of a military aircraft.
PD.

-}--No fault

! Seal Crack
fault  fault
”‘;_\~\\("/-:‘\\ o
- e v O
Figure 3. Probabilistic Distribution PD, of class C; — Hydraulic
Cylinder.

3. THE EXAMPLE

The case-study considered in this paper is the
landing-system of a military aircraft. It is composed
of 3 landing sets (called A, B and C) containing each
one a door and a landing-gear. The sequence that
must be performed at landing consists of opening the
doors of the 3 landing-gear compartments, extending
the landing-gears and closing the doors. A similar
sequence must be performed at take-off. The landing-
gear and door movement is performed by a set of
actuating hydraulic cylinders. For each door, a
hydraulic cylinder opens and closes the door. For
each landing gear, a hydraulic cylinder extends and
retracts the landing gear. The hydraulic cylinders are
moved by electro-valves. Figure 4 illustrated the
hydraulic circuit for the doors.



Electro-valve

Ps AV Pr
Figure 4. Door hydraulic circuit.

Discrete sensors inform the control system about the
positions of the actuating cylinders, the pressure in
the hydraulic system, among others. Each discrete
sensor is provided with redundancy 3. Sensors signal
are used for coordinating the landing system
movements  during landing and  take-off.
Furthermore, during cruise and other flight phases,
they are constantly read and processed with a certain
frequency in order to monitor the landing system and
detect problems. In the case of fault the pilot is
notified.

The purpose of this example is to analyze how the
sensor redundancy augments the system safety and
what is the best strategy for combining the signal
from the redundant sensors. Because of the limited
space, only the door sensors are considered in this
paper. Each door has two different kinds of sensor,
one indicating if the door is completely open (DO
sensor) and one indicating if it is completely closed
(DC sensor). Each of them has redundancy 3. In
order to unambiguously refer to a sensor, the
notation DO,y is used to refer to the DO sensor ‘x’
(1, 2 or 3) of the door ‘y’ (A, B or C). Similarly,
DC,y is used to identify the DC sensors. The same
configuration is adopted for the landing-gears.

Usually, the sensor outputs are processed in 4 levels.
In Level 1, the outputs of three redundant sensors
(e.g. DOys, DO,a and DOs,) are compared among
them and a combined sensor output is generated. In
Level 2, for each door the combined sensor output of
door open (DO sensors) is compared with the
combined sensor output of door closed (DC sensors)
and a door output is provided. It indicates the current
state of the door (open, closed, moving or fault). The
output of Level 2 is also used in timing monitoring
functions. When an order to open or close the door is
emitted, the operation must be complete within a
time interval. Otherwise, a fault is detected and
informed to the pilot. The same approach is
performed for each landing-gear. In Level 3, for each
landing set, the landing-gear output is compared with
the door output and a landing-set output is generated.
At this level, faults are detected in situations such as
if the door is closed and the landing-gear is moving.
Finally, Level 4 compares the three landing-set
outputs of Level 3 and a landing-system output
indicating the current state of the landing system.

In this example, two different control strategies are
considered for processing the sensors at Level 1 and
Level 2. In the Level 1 of Strategy 1, if three or two
output signals are ‘ON’, the combined sensor output
is ‘ON’, otherwise the output is ‘OFF’. Level 2 of
Strategy 1 adopts Table 2 for defining its output.
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Table 2 — Rules for Level 2 — Strategy 1.

Level 1 - DO Level 1-DC Level 2
ON OFF Open
OFF ON Closed
OFF OFF Moving
ON ON Fault

In the case of Strategy 2, the following rules are
considered for Level 1:

If all the three output signals are ‘ON’, the
combined sensor output is ‘ON’. If all the three
output signals are ‘OFF’, the combined sensor
output is ‘OFF’.

If two output signals are ‘OFF’, and one is ‘ON’,
the combined sensor output is ‘OFF’ and the
identity of the sensor with output ‘ON’ is
memorized. If on the next time the sensors are
read, the output of this sensor is still different
from the other two, this sensor is considered as
fault, and from this moment on it is ignored by
the control system.

A similar approach is executed when two output
signals are ‘ON’, and one is ‘OFF’.

If one sensor has been eliminated and the other
two are ‘OFF’, the combined sensor output is
‘OFF’. If one sensor has been eliminated and the
other two are ‘ON’, the combined sensor output
is ‘ON’.

If one sensor has been eliminated and the other
two sensor signals are different from each other,
the combined sensor output remains unchanged
and an error is memorized. If on the next time
the sensors are read, the two outputs are still
different, the combined sensor output is fault.

The rules for defining the Level 2 output for Strategy
2 are presented in Table 3.

Table 3 — Rules for Level 2 — Strategy 2.

Level 1 - DO Level 1-DC Level 2
ON ON Fault
ON OFF Open
ON Fault Open
OFF ON Closed
OFF OFF Moving
OFF Fault Fault
Fault ON Closed
Fault OFF Fault
Fault Fault Fault

This is typically a hybrid problem because an
abnormal output of the system can be the result of a
sensor fault or of a leakage in a hydraulic cylinder
(continuous variable CE of Figure 2). In the second
case, the leakage affects the cylinder dynamics,
slowing it down or even reverting movement
direction if the weight of the landing gear is against
it. In this situation the control system must detect a
fault and inform the pilot, which can then activate a
backup system for the movement of the landing gear.
The detection can be affected by a sensor fault and
depends on the strategies at Levels 1 and 2.

3.1 System Modelling

Once that the focus of this example is on the
processing of door sensor signals, the model of the
system is limited to the doors hydraulic cylinders,
electro-valve, sensors and controller. Similar objects
are used to model the landing-gear hydraulic system.



The system model is composed of a set of 6 classes:
C, - Hydraulic Cylinder, C, - Discrete Sensor, C; -
Hydraulic Electro-valve, C,— Level 1 Processor, Cs
— Level 2 Processor, Cs - Door Sequence Controller.
The first 3 classes model the behavior of the physical
components, while C4, Cs and Cs model the control
system. The model of class C; has already been
presented in Section 3. There are three objects of
class Cy: O;; — Door A, O, - Door B, O3 — Door C.

Model of Class C,— Discrete Sensor

Under normal operation, the discrete sensor is either
ON (p» ) or OFF (p; »). The switching between ON
and OFF takes place according to the value of the
image variable S;,, which corresponds either to the
public variable E or R of class C; — Hydraulic
Circuit. However, each time the sensor must switch,
a fault may occur and the sensor may go to states
‘Blocked ON’ (p; ) or ‘Blocked OFF’ (pg ). The
fault corresponds to the firing of t; , or ts,, and
happens with a probability of (1-Porg) and (1-Poy),
respectively. The probabilistic distribution PD, sets a
random value between 0 and 1 to the variable ‘rd’,
which determines the occurrence of a fault. There are
18 ObjCCtS of class C2: 01_2 — DO]A, 02_2 — DOzA, 03_2
—DO;34, 042 — DOy, Os; — DOsg, Oz — DOsg, O7,
— DO, 02 —DOx¢, Ogs —DOsc, O192 — DCia, O112
— DCya, Op22 — DCs4, Oy32 — DCig, O142 — DCop,
Oi152 = DCsg, Oi62 — DCic, O172 — DCyc, Ois2 —
DCsc.

OFF

Blocked
ON

Variables
Xop 2 = {Soudi Xim 2 = {Siaks Xio , = {rdk:
Enabling functions
e S,=L1e,,S,

=0; e, , rd<=Pg;

€, 51 1d>Poy; €5 51 rd>Poerr €, rd<=Pgcp;

Junction functions
Iy 1d=PDy j, 1 1d =PDy; 3,0 Sy, = 0;Jg 50 Spp = L

Figure 5. OO-DPT net of class C, — Discrete Sensor

Model of Class C; — Hydraulic Electro-Valve

This class relates the pressure on the hydraulic circuit
(Pp) with the position of the electro-valve (Figure 4).
The OO-DPT net is presented in Figure 6. The
equation that defines the pressure PL combines the
amount of fluid through the valve and the decreasing
of pressure when passing through a restriction. No
fault is considered for the electro-valve. The class
variables are:

Vp — derivative of the pressure PL;

Qg — total amount of fluid to the door cylinders.
Qra, Que, Quc — amount of fluid entering
Cylinders A, B and C.

K, K, — constants of the electro-valve;

Ps, Pr — Supply and return pressures of the
hydraulic system.
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C, - Hydraulic Electro-valve

t g t

Negative 3.3 Positive

pressure

Variables
X 3 ={Qeh Xy 3 ={PL Vi ki
X {Ky, Ky Pg, PRl Xim s = Quu Quer Quct
Equation systems
Fig dPJd0 =V, Qr = Q,#Q), + Quy

. P = Kl-(Ps_P'R) - K Q% .
Fost OP/O=V, i Qr=Q1+Q, + Qi

P =K,.(Ps-Pp) - K,.Q:%

co_3

Junction function
hialy s PL=0; VPL =0

Method provided by the class
t, 5 Set negative pressure
t, ,: Set positive pressure

Figure 6. OO-DPT net of class C; — Hydraulic Electro-valve.

Model of Class C,—Level 1 Processor

This class represents the processing of sensor outputs
at Level 1 and has mainly a discrete dynamics. It
receives the output of 3 redundant sensors as image
variables and provides an output to an object of class
Cs — Level 2 Processor. The OO-DPT model of this
class varies according to the chosen strategy. Due to
limited space, it has not been presented. There are 6
objects of this class: O;4 — DO Output_A, O,4 — DO
Output B, O34 — DO Output C, O44 — DC
Output A, Os4— DC Output_B, Og4— DC Output_C.

Model of Class Cs — Sensor Level 2

The model of this class is similar to the model of
class Cy4, but instead of processing the sensor signals,
this class processes the output of the objects of class
C,4 and warns the pilot in the case of fault. There are
3 objects of this class: Oy 5 — Door Output_A, O,5 —
Door Output_B, O; 5 — Door Output_C.

Model of Class Cs— Door Controller

This class controls the operation of the electro-valve
and the door opening and closing according to
commands emitted by the pilot. It is important to
observe that it uses the output of the objects of class
Cs to detect any fault. There is only one object of this
class: O; ¢ — Door Controller.

3.2 Safety Requirements

The number of detected faults and wrong diagnostics
are selected as a parameter to evaluate the two
control strategies. The best strategy is the one that
detects more faults and minimizes the wrong
diagnostics. The following situation can be found and
are particularly critical to the system operation:

Case I: Due to sensor faults, the control system
indicates the doors are completely open when
they are not yet. This is a particular critical
situation because the control system will then
follow the landing sequence, extending the
landing-gear. A crash between the door and
landing-gear may occur, damaging the landing
system. Similarly, if the control system does not
detect that one or more doors have a critical
leakage, the pilot is not warned and therefore
cannot activate the emergency system.



Case 2: One of the objects O;5, O,5 or Os5 of
class Cs - Sensor Level 2 of the control system
warns the pilot of a fault in the sensors.

Case 3: The object Oy 4 — Door Controller of the
control system detects a fault in the hydraulic
actuator (at least one of the doors is not open in
maximum time interval) and warns the pilot.

3.3 Simulation

No software is available yet for simulating OO-DPT
nets. As a consequence, Monte Carlo simulation has
been performed by translating the OO-DPT net into
MatLab language. The continuous dynamics is
discretized with fixed time steps. Each class
corresponds to a different subroutine. Furthermore,
due to the confidential nature of aircraft system data,
the results published in this section are not based on
real values for model parameters and probabilities of
faults. They must be considered only as an example
of simulation output and not as the behaviour of a
real military aircraft.

Referring to Figure 5, the probability of a discrete
sensor remaining blocked ‘ON’ or ‘OFF’ is Poy =
Porr = 0.05. Referring to Figure 2, the PD;, which
assign a value to Cg, is the result of the sum 3
distribution, with the following weight and media:
Case of no fault: weight=0.8, media=0.01

Case of seal fault: weight=0.1, media=0.5

Case of crack fault: weight=0.1, media=0.9

()

Using this data, simulation is performed by executing
sequences of extending and retracting cycles. Table 4
presents the percentage of retracting and extending
cycles that corresponds to Case 1, 2 or 3 (described
in Section 2). The best strategy must minimize the
occurrence of Case 1 (wrong diagnostic) and
maximize the occurrence of Cases 2 and 3 (correct
fault detections) According to this result the best
strategy is Strategy 2.

Table 4 — Simulation results.

Strategy 1 Strategy 2
Case 1 0.01 0.00
Case 2 7.28 7.19
Case 3 0.89 1.42

4. CONCLUSION

This paper presents the application of a hybrid
approach for the safety analysis of aircraft systems.
The proposed approach is based on OO-DPT net and
faults are modelled by means of probabilistic
distributions. The approach is applied to the landing
system of a military aircraft. As an example the
problem of analyzing sensor redundancy and
comparing control strategies is detailed.

Results are currently obtained by Monte Carlo
simulation. One of the points to be investigated in
future work is the development of techniques and
strategies to reduce the number of simulations, such
as in the Dynamically Petri nets (Everjid, Blom,
2005). For this purpose the modelling flexibility may
be restricted in order to satisfy the strong Markov

394

properties. This is a particular critical point in
aerospace application because, differently from the
data used in Section 3.3, the probabilities of fault of
aircraft components and equipment are extremely
low, reaching 10™ and even low.
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